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About NW3C

Introduction

From Our Chairman

T

he tools and technologies
used by both law enforcement
and criminals have changed a
great deal since the National White
Collar Crime Center’s (NW3C)
inception 37 years ago, but NW3C’s
commitment to provide innovative
solutions to the law enforcement
community has not altered. NW3C continues to look
for imaginative ways to further its mission to assist
the agencies and entities involved in the prevention,
investigation and prosecution of economic and hightech crime. In 2014, NW3C committed its resources
to this mission, empowering law enforcement
by sharing information about new investigative
techniques and tools in a convenient and costeffective way.

As a non-profit organization supported by the Bureau
of Justice Assistance (BJA) and other partners, NW3C
conducts the research, creates the curriculum and
training courses, and provides the analytical and
technical support required to effectively support and
train local, state, federal and tribal law enforcement.
This report highlights NW3C’s successes in 2014 and
gives an idea of the inventive solutions it will reach
towards in the year ahead.

Glen B. Gainer, III
Chairman, NW3C Board of Directors
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N

W3C’s talented staff found
innovative ways to empower
law enforcement during 2014.
Our training courses incorporated
technological advancements into
their curricula and also utilized
technology to provide accessibility
to a greater number of students.
Our investigative support staff incorporated new
processes into their analytical toolbox and found
fresh ways to use proven software. With funding
and support from BJA and other partners, staff
throughout our organization looked for and found
ways to provide improved services to each other and
to those we serve.

At the start of the year, NW3C launched its most
significant training innovation to date: a robust online
learning platform. In addition to offering a greater
variety of online courses, NW3C also released two
video-based training products – a six-part series on
social media and school violence designed for School
Resource Officers and a five-part series providing
instruction related to vehicle theft and related frauds.
In 2014, NW3C both created and updated forensic
tools that it makes available to law enforcement.
In partnership with West Virginia University and
the West Virginia State Police, NW3C developed
the Live Encryption Analysis Program (LEAP), an

on-site live preview tool that identifies potential
data encryption. NW3C also made key updates to
TUX4N6™, which allows investigators to preview
a hard drive without altering it, and PerpHound™,
which enables the analysis of call detail records.
NW3C not only distributed these tools but we also
used them to directly assist law enforcement. For
instance, using PerpHound, our analysts were able
to pinpoint the location of the cell phones used in
a robbery and abduction case this year. As a result,
the suspect pleaded guilty and was sentenced to
38 years in prison.

The example above is just one of the many success
stories featured in this year’s annual report, a
report which describes both the routine work we
do and the outstanding results we obtain. Each staff
member and every member of our Board, combined
with BJA and our other funding agencies, play a
crucial role in ensuring the vitality of the NW3C
organization and the services we provide to the law
enforcement community.

Don Brackman
Director, NW3C

Executive Summary
charge. The success stories featured in this annual
report detail some of the noteworthy outcomes
investigators were able to reach through the
effective use of these tools.

552

15,126

89,000
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In 2014, NW3C created and updated forensic tools
designed to streamline the evidence-collection
process and ensure that data is seized in a
forensically sound manner. Thanks to funding from
BJA and other partners, NW3C is able to distribute
these valuable tools to law enforcement at no

NW3C collaborated with BJA and the National
Association of Attorneys General (NAAG) to bring
greater awareness to the consequences caused
by intellectual property (IP) theft. Through 36
courses and dedicated seminars, NW3C delivered
IP investigative training to 772 law enforcement
personnel from over 360 agencies nationwide.
Additionally, NW3C provided customized technical
assistance to agencies receiving BJA enforcement
grants. In 2014, NW3C provided financial crime
training to 1,115 law enforcement personnel from
over 400 different agencies in the areas of identity
theft, mortgage fraud, crimes against seniors and
financial investigative techniques.

Service Leads to
Solutions

NW3C ventured into new territory when it
produced and released two video-based training
products: a six-part series on social media and
school violence geared towards school resource
officers and a five-part series on vehicle theft,
including the salvage auction fraud environment.
Both courses are available on demand via online
streaming through NW3C’s website.

Empowering
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9,821

About NW3C

NW3C used technology to keep law enforcement
informed. Through a growing presence on the
social media platforms Facebook®, Twitter®
In 2014, NW3C delivered classroom and web-based
and LinkedIn®, NW3C shared information of
training to 20,593 law enforcement personnel.
relevance to the law enforcement community
The number of people
and prevention tips to
trained represents a 39%
the public at large. NW3C
increase over 2013, due
also provided informative
in large part to NW3C’s
videos via YouTube®. In
in-person training
goal to make more courses
addition, NW3C created
courses delivered
accessible online.
in-depth articles for its
monthly newsletter the
By year’s end, NW3C
Briefing and also posted
had provided over 8,000
informative short articles
online training sessions
public
analytical
on its website.
record
products
covering a wide variety of
searches
created
subjects of interest to law
In addition to creating
enforcement,
including
and offering new, easily
intellectual
property,
accessible courses and
identifying and seizing
providing
innovative
electronic evidence, social
State, local, tribal & federal
tools, NW3C maintained
agencies trained
media, encryption, and
and enhanced its existing
legal concerns for digital
relationships this year.
evidence. Made possible
NW3C is proud to be the
in part by funding from
premier training partner
BJA, these online training courses were offered
of the nation’s Internet Crimes Against Children
free of charge to qualified law enforcement
(ICAC) task force personnel. With funding from
personnel throughout the nation, enabling them to
the Office of Juvenile Justice and Delinquency
conveniently obtain the skills needed to effectively
Prevention (OJJDP), NW3C delivered 42 courses
serve their communities.
to 617 ICAC task force members.
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T

hroughout 2014, NW3C continually
endeavored to empower law enforcement
through innovative solutions, both by
creating new tools and courses and by finding
ways to improve existing processes. This report
describes the impressive results obtained from
consistent, dedicated effort.
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NW3C continued its partnership with the FBI
to operate the Internet Crime Complaint Center
(IC3®). IC3 maintains the nation’s largest single
repository for Internet crime complaints. From
January 1-December 21, 2014, IC3 received
263,070 complaints.
In April 2014, NW3C partnered with Symantec® to
launch the Victims of Internet Crimes Empowered
(VOICE) website (www.victimvoice.org) to serve

as a comprehensive, trustworthy resource for the
online public. This educational site aims to not only
improve the outcomes for victims of online crimes,
but also to help prevent other Internet users from
becoming victimized by these crimes.
In addition to training and research, NW3C assists
law enforcement directly by providing critical
support during investigations. In 2014, NW3C
produced more than 89,000 analytical products
and conducted 15,126 public records searches.
Analytical assistance helped lead to 310 months of
criminal sentences and more than $1.47 million in
ordered criminal restitution in 2014.

Whether through routine investigative assistance,
research and teaching or through the development
of cutting-edge tools, procedures and courses,
NW3C remains dedicated to its mission of assisting
those involved in the prevention, investigation and
prosecution of economic and high-tech crime. NW3C’s
2014 innovations will lead the way to improved police
work and safer communities in 2015.

Appendices

Service Leads to
Solutions
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Research lays the groundwork for every new
course, tool and procedure created at NW3C. In
2014, NW3C initiated and responded to requests
for a variety of research. Key projects included a
survey that studied vicarious trauma experienced
by ICAC officers and computer forensic specialists,
and Community Oriented Policing Services (COPS)
grant-funded research into the 10 most prevalent
types of computer-related crimes and ways to avoid
becoming victimized by them. NW3C is using the
findings from the COPS-funded research to prepare
teaching tools for community police officers.

6

NW3C Board of Directors Chairman Glen Gainer (left), U.S. Senator Sheldon Whitehouse (Rhode Island),
NW3C Director Don Brackman, U.S. Representative Mac Thornberry (Texas) and Symantec’s Bill Wright, all
spoke at the Washington, D.C. launch of VictimVoice.org, an online resource for cybercrime victims created
by Symantec and NW3C.

About the National White Collar Crime Center

2015 Board Elections

The 2015 Board of Directors elections took
place this year for the Mid-Atlantic, Midwest,
Northeast and Southeast Regions. The term
for the following newly elected Board members
begins on January 1, 2015.

Region

Board
Position
Director
Alternate
Director
Alternate

Name & Rank/Title

Member Agency

VA
WV
MO
IL

Bedford County Sheriff ’s Office
West Virginia State Police
Clayton Police Department
Bartonville Police Department
Rhode Island Office of the
Attorney General
New York State Office of the
Inspector General

RI
NY
SC

South Carolina Office of the
Attorney General

FL

Florida Department of
Law Enforcement

Appendices

Sheriff Michael Brown
Sergeant James Kozik
Corporal Ken Nix
Midwest
Chief Brian Fengel
Christopher Cotta,
Director
Administrative Director
Northeast
Frank Risler,
Alternate
Deputy Chief
Tracy Meyers,
Director
Assistant Deputy
Attorney General
Southeast
Michael Phillips,
Alternate
Director of Fusion Center
MidAtlantic

State

Service Leads to
Solutions

2015 NW3C Board of Directors Election Results
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NW3C partners with the FBI to operate the
Internet Crime Complaint Center (IC3). IC3
maintains the nation’s largest single repository
for Internet crime complaints.

NW3C is governed by a 12-member Board of
Directors. The Board is comprised of a Chairman,
eight Regional Directors--one elected from each
of the eight geographic regions across the United
States--and three Non-regional Directors. The
regions consist of the Great Lakes, Mid-Atlantic,
Midwest, Mountain, Northeast, South Central,
Southeast and West regions. In addition, one
Alternate Regional Representative from each
region is elected.

About NW3C

NW3C is a nonprofit, membership-affiliated
organization and it is funded primarily by grants
through congressional appropriations from BJA and
other federal agencies. It delivers training annually
to thousands of law enforcement professionals in
cybercrime, computer forensics, financial crimes,
and intelligence analysis. It also conducts research,
develops forensic tools, provides analytical support
and conducts database searches.

NW3C’s membership is comprised of state, local,
federal, tribal and international law enforcement
and prosecutorial and regulatory agencies. Its
more than 5,200 member agencies are located
in all 50 states and throughout the world.
Membership increased by 12.9% in 2014. Benefits
to membership include access to analytical
services, assistance with financial crime cases,
and access to training. NW3C offers these services
to members at no-cost, thanks to support from
BJA and other partners.
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W3C’s mission to support law enforcement’s
efforts to prevent, investigate and prosecute
economic and high-tech crime has not
wavered since its beginning over 35 years ago.
NW3C began in 1978 as the Leviticus Project,
which was initially created to address organized
criminal activity in the coal industry. In the early
1990s, the organization changed its focus to include
a broad range of computer-related and economic
crimes. Its name also changed to the National White
Collar Crime Center to reflect both the new focus
and its national reach. Through the years, NW3C
has continued to change and innovate, harnessing
technology and staying ahead of trends in order to
provide cutting-edge tools, training and support to
the law enforcement community.
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2015 Board of Directors
Introduction

Chairman

Glen B. Gainer, III, State Auditor

Service Leads to
Solutions

Empowering
Law Enforcement

About NW3C

West Virginia State Auditor’s Office

Non-Regional Directors

Joseph P. Borg, Director

Alabama Securities Commission

Attorney General Jim Hood

Mississippi Attorney General’s Office

Appendices

Los Angeles (CA) Police Department

Regional Directors
Northeast
Christopher Cotta
Administrative Director

Mountain
Lieutenant Tom Jarvie

Rhode Island Office of the Attorney General

Green River (WY) Police Department

Great Lakes
Lieutenant Colonel Larry Turner

South Central
Tom McCormick
Assistant Attorney General

Indiana State Police

Mid-Atlantic
Sheriff Michael Brown

Bedford County (VA) Sheriff’s Office

Midwest
Corporal Ken Nix

Clayton (MO) Police Department
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Captain III Bill Williams

Louisiana Department of Justice

Southeast
Tracy Meyers
Assistant Deputy Attorney General

South Carolina Office of the Attorney General

West
Sean M. Rooney
Assistant Chief Counsel

California Department of Business
Oversight- Enforcement Division

NW3C’s Key Partnerships

Connecticut Department of Banking
West Virginia State Auditor’s Office
West Virginia State Police
Organizational Partners

Service Leads to
Solutions

Financial Industry Regulatory Authority (FINRA)
International Association of Chiefs of Police (IACP)
National Association of Attorneys General (NAAG)
National Economic Security Grid (NESG)
National Insurance Crime Bureau (NICB)
National Organization of Black Law Enforcement Executives (NOBLE)
National Salvage Vehicle Reporting Program (NSVRP)
National Sheriff’s Association (NSA)
North American Securities Administrators Association (NASAA)
Regional Information Sharing Systems® (RISS)
West Virginia Cyber Crime Cooperative (WV3C)
West Virginia University (WVU)

Empowering
Law Enforcement

Governmental Partners

About NW3C

Bureau of Justice Assistance
U.S. Department of Justice

Introduction

NW3C relies on federal grants and contributions from other key partners to fund its service on behalf of law
enforcement.

Corporate Partners

Appendices

Altria Group
Leidos, Inc.
Norton™ by Symantec
Perlustro, L.P.
X1 Discovery, Inc.
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NW3C Leadership
Donald J. Brackman
Director

Michelle Muckleroy
Executive Assistant

Appendices

Service Leads to
Solutions

Empowering
Law Enforcement

About NW3C

Executive Team
Ken Brooks
Deputy Director

Mark Gage
Executive Deputy Director

Investigative Support, Communications
and Information Technology

Training, Curriculum Development, Research and
Computer Crime

Dave Cummings
CFO

Mary-Ellen Kendall
General Counsel

Finance and Administration

Management Team
Kathie Alexander
Contract Administrator and
Risk Manager
Finance and Administration

Finance and Accounting

Paul Clegg
Manager

Gerald Cliff
Manager

Information Technology

Research

Lee Dail
Grants Administrator

Allen Deane
Manager

Finance and Administration

Human Resources

Jim Foley
Manager

Thomas Macauley
Manager

Financial/Intelligence Training &
Curriculum Development

Computer Crime

Jeff Lybarger
Computer Crime Supervisor

Kathryn Rinker
Manager

Internet Crime Complaint Center

Investigative Support

Kim Williams
Manager
Communications
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Don Bogard
Controller

Financial Solutions

Manage financial resources to ensure viability
and compliance with funding requirements;

•

Safeguard financial assets by using effective
cash management, risk management, and
procurement and transaction processing
programs, and by adhering to comprehensive
internal controls; and

•

•

Evaluate the financial performance of existing
or proposed activities through accurate, timely
and informative financial reports and analysis;

For the fiscal year ended June 30, 2014, NW3C
operated with a total budget of almost $11.6 million
from approximately 20 separate funding sources.
The Finance and Administration Division worked
attentively to ensure that all revenue received
supported NW3C’s mission to empower agencies
and entities involved in the prevention, investigation
and prosecution of economic and high-tech crime.

Recruit, retain and manage human resources
through timely, relevant and effective
management and employee support.

Empowering
Law Enforcement

•

About NW3C

The U.S. Department of Justice, through the Office
of Justice Programs (OJP) and BJA, provides the
main operational funds to support the basic
costs of sustaining NW3C’s mission. Additional
competitive funds directed toward specific projects
with particular goals, objectives, and reporting
requirements come from OJJDP, BJS and other
agencies. In addition, revenues to support other
NW3C projects are provided by a number of state
entities, as well as public and private organizations.

The primary goals of the Finance and Administration
Division include the following:

Introduction

E

NW3C is organized as a non-stock Virginia
corporation with a non-profit status under section
501(c)(3) of the Internal Revenue Code. It is funded
primarily through federal grants, with additional
revenue coming from contracts and contributions
from a variety of other sources.

fficient, skillful financial management enables
NW3C to maximize its resources and provide
superlative training and services to the
nation’s law enforcement community. The Finance
and Administration Division ensures that NW3C
utilizes its budget wisely.

FY 2014 Funding Contributors

10 %

Service Leads to
Solutions

BJA (main)

OJJDP

80
81 %
%

1% 2%

BJS

BJA (other)

Appendices

Other

6%

11

Appendices

Service Leads to
Solutions

Empowering
Law Enforcement

About NW3C

Introduction

Innovative Training, Technical Assistance and Forensic Tools
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T

he types of offenses confronted by law enforcement today are not new – drugs, violence, theft, child pornography. But the
ways in which technology facilitates these behaviors continues to evolve, and so too must law enforcement’s efforts to combat these varied forms
of criminal activity.
In 2014, NW3C again was at the forefront of preparing the nation’s law enforcement to meet the
demands of modern economic and high-tech investigations and prosecutions. Not only did NW3C
continue to refine its curriculum and create new
training products and tools to meet rising challenges, but it also developed new methods and partnerships to deliver training and technical assistance in the most streamlined, cost-effective
ways possible.

This year, NW3C delivered 552 instructor-led
trainings to law enforcement personnel from over
9,800 agencies.
Online Training

The beginning of 2014 brought with it NW3C’s
most significant training innovation to date: the
creation of a robust online learning platform. By
year’s end, law enforcement personnel had completed more than 8,000 online training sessions in
topics that included basic computer skills, identifying and seizing electronic evidence, encryption, social media and legal concerns for digital evidence.

NW3C developed online courses and web-based
resources for law enforcement audiences, with
plans for more in the coming years. Online training is offered free of charge to qualified law enforcement personnel serving in a variety of capacities, from first-responders, who identify and
seize digital evidence, to forensic examiners, who
perform the complex analysis of stored data.
A seven-module series of
trainings on Legal Concerns for Digital Evidence
Responders
provides
a legal background for
first-responders and investigators who encounter or work with digital
evidence. Topics include

Fourth Amendment concerns, the importance of
getting digital devices into the hands of a forensics expert, recent case law, and practical advice
on obtaining and executing search warrants. The
modules function as companions to NW3C’s computer crime classes and may be required as online
prerequisites for either instructor-led or other online trainings. Each module can be completed as a
stand-alone online course or in combination with
the other modules. The modules include:
•

First Responders and Digital Evidence

•

The Stored Communications Act

•
•
•
•
•

Search Warrants and Digital Evidence
Searching without a Warrant
Online Undercover

Post-Seizure Evidentiary Concerns
Mobile Digital Devices and GPS

The web-based Intellectual Property (IP) ContACT
(Concentrated Assistance and Collaborative Training) resource provides an overview of IP and resource materials to assist users with enhancing
their department’s IP crime enforcement efforts.
The “IP Overview” section covers the background
of IP, concepts, key terms, facts and statistics. The
“Resources” section provides methods of obtaining
investigative and technical support and IP training,
avenues for incident reporting, notable IP trademark
cases, a sample press release document, federal IP
laws, field officer tips for identifying potential IP violations, and a link to an online discussion forum.

NW3C developed an online social media training
component in 2014. Social Media 101: What Law Enforcement Needs to Know is approximately one hour
in length and provides students with a solid understanding of “How Social Media Works,” “Commonly
Used Types of Social Media,” “How Law Enforcement Can Utilize Social Media,” and “Model Policies
and Procedures.” It was launched in January and has
trained over 600 law enforcement personnel.

NW3C also released two video-based training products in 2014 – the six-part Social Media and School
Violence, training geared to school resource officers
(SROs), and the five-part Vehicle Theft: Online Salvage
and VIN Cloning. Both trainings are available via online streaming through NW3C’s website. The SRO-focused training also has been distributed via DVD.

An interview with Los Angeles Police Chief Charles L. Beck was featured in NW3C’s Social Media and School Violence training video.

•

Basic Internet Investigations

•

Online Investigative Tools

•
•
•
•

Popular Social Media Sites
Social Media Intelligence

Internet Documentation Tools
Creating an Online Identity

Empowering
Law Enforcement

Vehicle Theft: Online Salvage and VIN Cloning
evolved out of NW3C’s instructor-led VIN Cloning
and Online Salvage Auto Auction Fraud trainings,
both of which were funded through BJA. This fivepart video training course outlines the basics of the
salvage auction fraud environment and provides
law enforcement with tools to investigate it. The online course had been streamed 693 times in 2014.

This course takes a hands-on approach, walking
students through an interactive case scenario
and showing them how to properly document
what they find. The two-day course covers the
following topics:

About NW3C

The SRO training, which was funded through BJA,
focuses on how students use the Internet and social media. The training provides valuable information on current social media trends and offers re
sources to help law enforcement who work with
today’s youth. More than 2,100 DVD copies of this
training have been distributed to law enforcement
throughout the country. The SRO content had been
streamed 1,310 times in 2014.

In 2013, NW3C developed a one-day program on
social media investigations utilizing a grant that
was secured through BJA. This one-day course,
entitled Social Media 101: What Law Enforcement
Needs to Know, met with great success. In 2014,
there were 14 courses taught around the U.S. and
over 700 officers trained. With the success of this
program, NW3C developed an online, advanced
course on this topic, titled Social Media and Technical Skills (Social Media 201).

Introduction

training sessions on Cell Phone Interrogation, Advanced Wireless Network Investigations and Basic
Cell Phone Investigations. In 2014, NW3C delivered 42 courses to 617 ICAC task force members.

Innovative Training, Support and Partnerships

NW3C remains the premier cybercrime training
partner of the nation’s ICAC task force personnel.
Through funding from OJJDP, NW3C provided training to task force members in the field and through
the ICAC regional conferences, with lecture and

Former police detectives Les Cravens (left) and Jeff Davis, both
of whom are leading auto theft and fraud investigators, worked
with NW3C to release web-based training on VIN cloning, online
auto salvage auction fraud and other related crimes.

Also in 2014, NW3C made key updates to the suite
of forensic tools it distributes free of charge to law
enforcement. These tools are designed to streamline the evidence-collection process and ensure
that data is seized in a forensically sound manner.
NW3C’s TUX4N6™ software allows investigators
to preview a hard drive without writing to or altering data on it. Delivered through the Secure

Appendices

When time is of the essence, and local or state
law enforcement agencies lack the resources,
manpower or expertise to secure vital digital evidence, NW3C Computer Crime Specialists have
stepped up to provide invaluable support. Staff
have also provided training at a variety of conferences in an effort to reach more people. In 2014,
NW3C Computer Crime staff made key presentations and delivered training at prominent national conferences and symposia related to digital
forensics, including four regional Internet Crimes
Against Children (ICAC) training events and the
Massachusetts National Cyber Crime and U.S. Cyber Crime conferences.

Service Leads to
Solutions

Computer Crime
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Techniques for On-site Preview (STOP) course,
TUX4N6 has evolved in 2014 to meet the new demands of “live forensic analysis,” in addition to
more traditional “dead-box” forensics (powering
down and re-booting to preview a system).
In partnership with West Virginia University
and the West Virginia State Police (as part of the
West Virginia Cyber Crime Cooperative (WV3C)),
NW3C has developed and distributed the computer forensic tool Live Encryption Analysis Program (LEAP), an on-site live preview tool that
identifies potential data encryption.

to help agencies across the country meet various
enforcement objectives related to IP crime. Every
agency takes a different approach to investigating
this type of criminal activity, and with its extensive
training experience and staff expertise, NW3C is
uniquely positioned to provide innovative, customized solutions for law enforcement. Its role in BJA’s
larger IP enforcement effort will continue for an additional three years.

Students taking NW3C’s Encryption web-based
course are provided the free encryption detection tool
ALERT, also developed in partnership with WV3C.

Material upgrades also were made to NW3C’s
popular PerpHound™ forensic tool, which enables law enforcement to analyze call detail records from cell phone companies. The software
was updated to conform to data presentation
requirements, which vary from carrier to carrier.
PerpHound is distributed through NW3C’s Basic
Cell Phone Investigations course, which in 2014
was delivered to a total of 1,153 law enforcement
personnel nationwide.
Financial Crime

Just as cybercrime continually evolves with changes in the technological landscape, so too does financial crime. The financial crime training provided by
NW3C is nationally recognized for its effectiveness.

In recent years, NW3C has partnered with BJA
and the National Association of Attorneys General
(NAAG) to provide training related to intellectual
property (IP) rights enforcement and theft investigations.
The success of this collaborative training effort, Intellectual Property Theft: Fake Goods,
Real Crime, has led to greater
opportunities for NW3C to serve
law enforcement nationwide.

Through 36 courses and dedicated seminars,
NW3C delivered IP investigative training to 772
law enforcement personnel from 368 different
agencies nationwide. Additionally, NW3C began
providing targeted technical assistance to agencies
that received BJA enforcement grants. Through
tailored, hands-on support, NW3C has been able

An NW3C adjunct instructor helps deliver Financial Investigative
Practical Skills (FIPS) training to law enforcement in Meriden, CT.

NW3C continued its partnership with the Financial
Industry Regulatory Authority’s Investor Education
Foundation in delivering the
Targeting Investment Fraud
course, which provides
law enforcement with the
knowledge and tools needed
to respond to the growing problem of investment
fraud. The training helps simplify investment fraud
issues and gives students resources to pursue successful investigations. In 2014, NW3C delivered
Targeting Investment Fraud training to 292 law enforcement personnel from 144 agencies.
NW3C continued in its role as a leading pro
vider of training related to a variety of other financial
crimes, including mortgage fraud and crimes against
seniors. NW3C also provided courses in financial investigative techniques and financial records examination and analysis. A total of 823 law enforcement
personnel from 405 different agencies received
NW3C financial crime training in 2014.

Success Stories

Detective Chris Chambers
Provo (UT) Police Department

Assistant District Attorney Christine M. Tetreault
Northwestern District Attorney’s Office, State of
Massachusetts

“As a prosecutor, (NW3C’s Intermediate Data Recovery and Acquisition) training has been invaluable
to me in the prosecution of technology-facilitated
crimes. Having this knowledge assists me in guiding investigators, communicating with my own experts, and evaluating the validity of defense expert
opinions. It has helped me gain convictions and jail
or prison sentences in cases involving possession
and dissemination of child pornography and posing
a child in the nude. Ongoing prosecutions in which
I am utilizing my IDRA training include: a case of
possession of child pornography, with related con-

Appendices

Skills acquired through NW3C’s Financial Crimes
Against Seniors training helped close a pair of cases
in Nelson County, Kentucky, including “one involving
a person who was made the guardian of his father.
He then subsequently spent upwards of $40,000 of
his father’s money on himself. The other case involved a home health care worker and hospice patients. She took checks and other property from the
victims. Both suspects were indicted for Knowingly
Exploiting an Adult, a class C felony in Kentucky. The
training was beneficial in that it provided very useful information in the documentation of the financial
trail. I recently worked another investigation, which
entailed an employee in the accounting department
of a local monastery. The suspect took approximately
$1.1 million over a period of years. The vast amount
of data from that investigation was easier to organize
using skills I learned with NW3C classes.”

Service Leads to
Solutions

Detective Jason Allison
Nelson County (KY) Sheriff’s Office

itary manuals. By having the items from the website, we were able to show the subject’s frame of
mind, eliminating any doubt about his beliefs and
intentions . . . Secure Techniques of On-site Preview and (Basic Online Technical Skills) have been
instrumental in how we do business here.”

Empowering
Law Enforcement

“STOP (Secure Techniques of On-site Preview) and BOTS have been
instrumental in how we do business here.” - Sergeant Kevin Branzetti,
City of New York Police Department

About NW3C

“I attended the Cell Phone Interrogation training in
Provo, Utah. While in the course I was called out on
a burglary of a business. The business had multiple
laptops and iPads stolen from them. There was little
evidence at the scene, but I used the Find my iPhone
app and got a hit on one of the iPads. We located a
suspect with the laptop, but the other items were
not with him. The suspect gave consent to examine his cellular phone. While interrogating the cell
phone, we were able
to find text messages
from another person
offering to sell multiple different items
that were taken
during the burglary.
Without the training
received, this would
not have happened
and the case may have gone unsolved.”

On February 19, 2014, Jose Pimentel pleaded
guilty in New York State Supreme Court to Attempted Criminal Possession of a Weapon in the
First Degree as a Crime of Terrorism. Pimentel
was sentenced to 16 years in state prison and five
years of post-release supervision for constructing
improvised explosive devices to detonate in Manhattan, with the intent to harm U.S. military personnel and civilians. “Pimentel also maintained a
personal website with links to bomb-making recipes. The site strongly advocated violence against
United States citizens and government agencies,
including police stations, cars and buildings. The
training I learned in (the) Basic Online Technical
Skills class, specifically the part about capturing a
website using HTTrack, was essential. I was able
to capture and preserve the subject’s website and
testify to it in court. The site contained numerous
items of interest to include bomb making and mil-

Introduction

Success in the field is the ultimate validation for
training. Well-trained, capable investigators and
prosecutors close cases and bring perpetrators to
justice. Throughout the year, NW3C’s students provide ample evidence of how valuable and empowering NW3C’s training, technical assistance and
innovative forensic tools have proven. Below are
several recent examples:

Sergeant Kevin Branzetti
City of New York Police Department
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tact sexual offenses; solicitation of young boys to
pose nude, accompanied by extortionate threats;
interstate enticement of a child; and possession
of child pornography, which also revealed a cache
of loaded firearms. This training has also enabled
me to assist other prosecutors, as digital evidence
becomes a part of virtually every criminal case. I
would say that I utilize my IDRA (Intermediate
Data Recovery and Analysis) training, in one way
or another, virtually every day.”
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“The main suspect is now facing federal criminal
charges. As we progressed through the investigation, we identified 40 stores that had a significant
number of counterfeit goods to pursue with approximately 60 people involved in the crime. Not all were
charged; rather some were served with Cease and
Desist Orders. We were able to dismantle the entire
chain, from the vendors back to the supplier. A criminal search warrant yielded numerous pallets of infringing goods (thousands of sports jerseys, shirts,
collectables and more) valued roughly at $280,000.
In addition, there was $40,000 in restitution,
$65,000 cash seized, as well as 12 vehicles and four
guns confiscated. There were 30 arrests, 25 guilty
pleas, 18 charged federally and 12 charged via
state laws. There were 18 federal and seven state
convictions, and trials pending on the remaining
five. The sentences averaged from three to five
years for federal and the state convictions had an
average sentence of six months in jail with three to
four years of probation. As a result of the training,
our caseload increased by 50 to 60 percent.”
Investigator Benjamin Dowdy
Walton County (FL) Sheriff’s Office

NW3C delivered in-person Social Media 101 “What Law Enforcement Needs to Know” training to more than 700 law
enforcement personnel across the country. A web-based version of the training was developed in 2014.

Detective Juan Hildago
Sacramento (CA) Sheriff’s Office
“NW3C Intellectual Property Theft training was
very important. Based on class case examples,
I was able to use the same strategy to launch an
investigation into area liquor stores selling counterfeit goods. The investigation started in Sacramento County and expanded to Yolo County. As the
investigation progressed, we developed supplier
information which pointed to certain flea market
vendors, which ultimately led to a main supplier
that maintained a warehouse one hour away in
Tracy, California. Through collaboration with the
FBI, an undercover controlled buy of counterfeit
goods was made from the warehouse. Based on
discussions in class, we knew it would be difficult
to provide knowledge that the goods were counterfeit, and asked an industry investigator to serve
a Cease and Desist order on the target. The order
was served, and a week later the suspect sold to
undercover officers.

“This case was a bomb threat sent by email to a
local school in my jurisdiction. I responded to the
scene as the school was evacuated and began investigating the source of the email. I was able to
use the knowledge and skills I learned from several
of the NW3C courses I’ve been fortunate to attend
to obtain the Internet Protocol address of the sender of the email. I was able to Geo-locate the source
of the email and identify the suspect. The suspect’s
father provided the suspected computer to me and
I also obtained a search warrant for it as the suspect did not provide consent himself. I was able
to use skills I learned from BDRA (Basic Data Recovery and Acquisition), IDRA (Intermediate Data
Recovery and Analysis) and Windows Artifacts
to image and analyze the image from the suspect
computer. Through the skills I learned from Windows® Artifacts class I was able to locate artifacts
showing the suspect was logged into the device at
the time the email was sent and I also located artifacts where the suspect was logged into a webmail
account and had ‘compose message’ and ‘sent mail’
artifacts stored in a Volume Shadow Copy that had
the exact date and time the IP logs indicated the
email was sent and the school administrator received the email. I submitted a preliminary digital
evidence report to the State Attorney’s Office who

Officer Michael Yu
Montgomery County (MD) Police Department

An online training development project, funded by the Lowenstein Foundation, is in the final
stage of completion and will be widely distrib-

“This training has also enabled me to assist other prosecutors, as
digital evidence becomes a part of virtually every criminal case.
I would say that I utilize my IDRA (Intermediate Data Recovery
and Analysis) training, in one way or another, virtually every day.”
- Assistant District Attorney Christine M. Tetreault, Northwestern
District Attorney’s Office, State of Massachusetts

•

Following the money – working with financial
transactions using data analysis techniques

•

Interviewing and interrogating the white collar criminal

•

Documenting and storing the evidence – financial case management and creation of an
electronic file case

Empowering the nation’s law enforcement to successfully investigate and prosecute economic and
high-tech crime requires constant innovation and
creative collaboration. NW3C continues to demonstrate its skill and commitment to this effort with
cutting-edge training, products and support.

Appendices

In early 2015, NW3C will roll out new training in
Basic Network Intrusion Investigation. This course
will teach students the basics of networking, imaging a server and looking for evidence of intrusion
by using the ProDiscover® Network Incident Suite.
NW3C staff also has been working to develop an online gaming resource for law enforcement use. This

With funding from the Connecticut Department
of Banking, project development continues on a
new Advanced Financial Investigations Practical
Skills training course, which should be released
in early 2015. Three main components of the
training include:

Service Leads to
Solutions

As evidenced through the sampling of success stories above, NW3C’s training is favorably impacting
law enforcement’s efforts to combat crime nationwide. NW3C will continue its leadership role as
training and technical support provider for the
nation’s law enforcement in the year ahead. New
and innovative training products and tools will
be developed and NW3C will modify and enhance
its course offerings and expand its online-based
learning opportunities.

Also, NW3C is developing a series of additional online courses on financial crime and intelligence analysis.

Empowering
Law Enforcement

Looking Ahead

uted throughout the U.S. in 2015. This training
is aimed at parents and school personnel with
the goal of raising awareness and giving this audience tools and resources to combat the rising
problem of cyberbullying.

About NW3C

My understanding with respect to Windows® artifacts and in particular, Internet artifacts, was
greatly improved from attending (NW3C’s) Fast
Track training. . . (including) Windows
Artifacts,
Macintosh® Triage and Imaging and Windows
Internet Trace Evidence. Using a combination of skills and
knowledge from all
three courses, I was
able to locate items
of evidentiary value
for a successful homicide investigation.
The suspect used an
Apple® Macbook Pro. She stated to investigators
she was not aware of the victim’s death when they
interviewed her. However, I was able to locate
Facebook® browsing by the suspect (who lived
alone) days prior visiting the victim’s Facebook
page. Multiple friends and family discuss on the
Facebook page the death of the victim for days,
between the time of the murder and the time the
suspect is interviewed. A juror interviewed by the
local paper stated this was ‘among the most persuasive evidence’ presented.”

tool provides a forensic perspective on identifying
and working with various video game consoles and
handheld gaming systems during an investigation.
Development of a Linux course is underway as well,
which will include Android® cell phone analysis.

Introduction

forwarded it to the suspect’s defense attorney. The
suspect entered a plea of guilty.”
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Research Enhances Knowledge

I

t has been said that “knowledge is power.” With
this idea in mind, NW3C’s research staff seeks
to empower law enforcement by building its
base of knowledge. To remain a credible source of
instruction, NW3C must ensure that its curriculum
is reliable, accurate and up-to-date. The first step
towards forming a new understanding of concepts,
procedures or topics is made with research. Once
explored and validated, contemporary ideas and
cutting-edge technology may be adapted into training
programs,
taught
to law enforcement
officers and used by
prosecutors in the
courtroom.
Special Projects

Appendices

Vicarious Trauma Survey

NW3C collaborated with professors from Southern
Illinois University and Michigan State University to
study vicarious trauma experienced by ICAC officers

Once explored and validated, contemporary ideas and cutting-edge
technology may be adapted into training programs, taught to law
enforcement officers and used by prosecutors in the courtroom.

Throughout the year,
NW3C both initiates and responds to requests
for a variety of research, including white papers
and surveys. Some of NW3C’s research projects
during 2014 include the following:
Community Oriented Policing Services (COPS) Grant

COPS is a division within the U.S. Department of
Justice. The COPS grant funded research led to
the identification of the 10 most prevalent types
of computer-related crimes and ways to avoid
becoming victimized by these crimes. Based on
results from this study, NW3C is preparing teaching
tools that will be provided to community police
officers via the International Association of Chiefs
of Police (IACP).

and computer forensic specialists. The investigative
duties of these law enforcement officers expose
them to psychologically harmful materials, such as
child pornography. Regular viewing of this evidence
can cause stress, emotional distress and burnout.
The study included a survey that gathered data
related to the prevalence of secondary trauma and
coping strategies.
Supreme Court Decisions Affecting Digital Evidence

NW3C tracks court decisions that may affect
curriculum content. In 2014, NW3C created
detailed briefing papers on court decisions in
Riley v. California and U.S. v. Wurie. NW3C updated
the content in correlated online training to reflect
the changes in policy and procedure caused by
these decisions.
Looking to the future

State and Local White Collar Crime Program

18

that will be administered to the 56 Attorneys General
offices throughout the U.S., beginning in January
2015. The survey includes questions related to how
white collar crime is classified and how complaints
are handled.

A survey plan, designed by NW3C and funded by
BJS, has been approved by the Office of Management
and Budget. It involves an online survey instrument

NW3C will continue to conduct the vital research
needed to update the curriculum and tools utilized
by the law enforcement community.

Assisting Law Enforcement in its Fight Against Online Crime

18,257

Texas

16,615

New York

14,135

Pennsylvania

7,978

Illinois

7,569

Virginia

6,986

Credit card fraud

New Jersey

6,865

Intimidation/extortion scams

Washington 6,259

Employment fraud

419/Nigerian fraud
Romance scams

Non-payment delivery

Ohio

5,991
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Florida
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IC3 remains dedicated to assisting law enforcement
in combating online crimes. Six of the most
frequently reported crimes to IC3, include the
following:

30,358
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Many of the complaints received cross
jurisdictional boundaries, so housing the data in
one central repository allows for greater efficiency
for analysis and disbursement. Law enforcement
can gain direct access to the IC3 data by logging
into the Law Enforcement Enterprise Portal
(LEEP), allowing users to search complaints and
build cases. To use the LEEP portal, a user must
have an account; however, the account is free to
law enforcement agencies. If any agency does not
already have a LEEP account, it may complete
the application on www.leo.gov to obtain one.
Currently, IC3 access will only be granted to law
enforcement agencies.

California

About NW3C

IC3 maintains the nation’s largest single
repository for Internet crime complaints. More
than 20,000 new complaints are filed monthly.
From January 1 – December 21, 2014, IC3
received 263,070 complaints.

Complaints filed with IC3: Top 10 States by Victim
(1/1/14 - 12/21/14)

Introduction
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W3C continues to participate in the Internet
Crime Complaint Center, a joint initiative with
the Federal Bureau of Investigation (FBI).
Since inception in May of 2000, IC3 has received
over three million Internet crime complaints from
private citizens and businesses around the world.
The crimes range from “sweetheart scams” to
“network intrusions.”

19

Introduction

Complaints filed with IC3: Top 10 Cities by Victim
(1/1/14 - 12/21/14)

Los Angeles, CA

2,249
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Las Vegas, NV
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2,076

Houston, TX

1,917

New York, NY

1,786

Chicago, IL

1,764

San Diego, CA

1,703

Brooklyn, NY

1,560

Miami, FL

1,259

San
Antonio, TX

1,201

Phoenix, AZ 1,183

Fostering Cybercrime Awareness
Through a series of targeted trainings and
participation in task forces, NW3C sought to assist
law enforcement this year as it addressed crimes
within cyberspace.
Task Force Participation

NW3C’s IC3 analysts continue to support the
Northern District of West Virginia Financial Crimes
Suspicious Activity Reports (SARS) Task Force by
providing investigative support on identified financial
transactions that are reported to the Financial Crimes
Enforcement Network (FinCen). These reports contain
information found through public record searches,
open sources, and specialized databases. These workups provide a starting point for investigators and are
a great resource in determining if the SAR warrants
further review or investigation.
Looking to the Future

As evidenced above, the nature of IC3’s work,
including training, projects and basic support for law
enforcement, requires consistent innovation to stay
abreast of the arc of technology. IC3 will continue
meeting the challenges posed by a changing digital
landscape, and share its knowledge and resources
with the aim of enhancing investigations and
preventing future crimes.

NW3C shares information with law enforcement at events throughout the year.

Effective Support Gives Investigators an Advantage

Financial Investigations System Software (FIS)

PerpHound

®

Created by NW3C, PerpHound simplifies the analysis
of location information found in call detail records
by merging cell tower records with call detail
records, then creating a file that can be opened in
most available mapping utilities.

Part of the MS Office Suite, Access is a database
management system that allows for storage and
analysis of large volumes of data. NW3C learned
new ways to utilize the functionality available with
MS Access during 2014.

The success stories from across the nation which
are included below detail some of the ways in which
NW3C has combined its longstanding application
of hard work and persistence with the innovative
utilization of analytical software.
Recent Casework

Conspiracy to Steal Trucks, Trailers and Cargo Missouri
On December 8, 2014, a Kansas City, MO, truck driver
was sentenced in federal court to over 21 years in
federal prison without parole for a $1 million fraud.
He was also ordered to pay $1,270,089 in restitution
to 27 victims. Additional co-conspirators have been
convicted and are awaiting sentencing. The group
worked together from 1998 to December 2013,
stealing trucks, trailers and cargo; transporting
the stolen property across multiple state lines; and
disposing of it for profit. According to the United
States Attorney’s Office for the Western District of
Missouri, “Hundreds of thousands of dollars of stolen
cargo was sold cheaply to anyone who would buy it.”

Appendices

Since this conspiracy was active for many years
and spanned multiple states, it generated a large
and complex quantity of data. NW3C assisted with
the analysis of information required to successfully
prosecute the case. Using Analyst’s Notebook, NW3C
gathered and analyzed vast amounts of data, including
police reports and photos. The U.S. Department of
Agriculture commended an NW3C enforcement
analyst for her work on this case: the “assistance
was pivotal in convicting the group responsible for
victimizing the transportation industry for over 10
years. Her professionalism and tenacity reflects well
on the National White Collar Crime Center.”
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Developed by NW3C, PerpHound™ uses the GPS coordinates
contained in cell phone call detail records to plot suspect or
witness movements in Google Maps.

MS® Access

Empowering
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This program creates a database of financial
transactions which it extracts from bank account
statements and related detail items. FIS drastically
reduces time spent in analysis by quickly processing a
large amount of financial data in a user-friendly format.

Analyst’s Notebook allows users to rapidly collate and
analyze data from a variety of sources, forming it into
actionable intelligence that may be used to identify
people, events and patterns in criminal events.

About NW3C

Innovative tools successfully used by NW3C’s
analytical support staff this year include:

i2® Analyst’s Notebook® (i2)

Introduction
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W3C’s analytical staff has for many
years effectively provided support to law
enforcement officers and prosecutors by
gathering, interpreting and presenting complex
information. In 2014, NW3C incorporated
innovative processes into its analytical toolbox and
found fresh ways to utilize proven software. The
results have included huge savings in time for the
agencies NW3C serves and successful outcomes in
both investigations and court proceedings.
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NW3C used PerpHound to analyze phone records in a
robbery and abduction case in Falls Church, Virginia.
Analysts entered three phone numbers and a total
of 20,478 lines of
phone records into the
PerpHound system.
They were then able to
pinpoint the location
of the cell phones used
in this case, associating
the suspect with the
crimes. As a result,
on August 15, 2014,
the suspect pleaded guilty to abduction, two counts
of robbery and two counts of using a firearm in the
commission of a felony. He was sentenced to 38 years
in prison with 24 years suspended.

Appendices
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serving as the middleman between the insurance
companies and the insured small aircraft owners
located across the U.S. On many policies, including
several in Virginia, the suspect failed to pass the

A prosecutor in a case in which NW3C assisted noted: “Your help
and analysis was the primary motivator in getting him (the suspect)
to accept responsibility…assuring a guilty plea in what would have
proven a difficult case to prove.”

Real Estate Investment Fraud - California

NW3C analysts assisted the California Department
of Business Oversight and the Ventura County
District Attorney’s Office with a Ponzi scheme.
Using our in-house database and i2 software,
the analysts entered data and created charts and
reports that showed that the initial investors
were getting paid from the money provided by
new investors. In addition to assisting with the
investigation, an analyst also testified in court
to these products. The defendant pleaded guilty
to three felonies. In the summer of 2014, he was
ordered to pay full restitution to the three victims

Service Leads to
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Robbery and Abduction - Virginia

Analysts utilize a collaborative approach to assist law enforcement with complex investigations.

in the amount of $170,000, and was also sentenced
to serve 180 days in jail, 90 suspended until June
2015, pending payment of restitution.
Insurance Fraud - Alabama and Virginia

From 2011 to 2012, the suspect operated an aircraft
insurance company based out of Birmingham,
Alabama. The suspect acted as an insurance broker,

premium payments on to the insurance carriers.
Instead, he spent it on his own business and personal
expenses. As a result, many policies were cancelled
and losses to one insurance company alone exceeded
$84,000. NW3C found innovative ways to utilize MS
Access to make sense of the data associated with this
case. Using MS Access, an NW3C analyst succeeded in
tracking when funds were deposited, and the location
and times of deposits and withdrawals. The suspect
pleaded guilty in October. The prosecutor on this
case noted: “Your help and analysis was the primary
motivator in getting him to accept responsibility…
assuring a guilty plea in what would have proven a
difficult case to prove.” Sentencing is pending.
Securities Fraud - Mississippi

NW3C analysts assisted a state agency during the fall
of 2014, with the conversion of paper bank statements
from 11 bank accounts into Excel spreadsheets.
The bank statements included 3-½ years of data,
encompassing 5,261 rows of data and over $4,795,000
in transactions. Using FIS software, Investigative
Support staff completed this task in approximately 50
hours total time. It is estimated that manual entry of
this data would have taken up to three months.
In addition to the successes listed above which
showcase NW3C’s innovative application this year
of a variety of software products, Investigative
Support staff also performed routine tasks that
produced extraordinary results. For example, a
public record search helped investigators locate a
fugitive from Hawaii in Washington State. He was
extradited to Hawaii.
Looking to the future

Whether performing routine tasks or thinking
outside the box, NW3C found new ways in 2014 to
assist America’s law enforcement community with
the task of solving and prosecuting crimes. In 2015,
NW3C will continue to find smart, effective solutions
as it processes and analyzes complex information
and prepares evidence for court proceedings.

Communicating Valuable Information

2010
351

2011
829

2012
1,661

2013
2,399

2014
3,202
NW3C Twitter Growth Over Time

2010
129

Public Database Search Tutorial – NW3C prepared a
brief tutorial describing the process for requesting
and fulfilling public database search requests via
the NW3C website.

In addition to sharing videos via YouTube, NW3C
began better utilization of its LinkedIn page to market

2013
905

2014
1,181

with good success in 2014. It maintained an email
database with over 43,980 email addresses and the
list continues to grow. NW3C also posts information
about training and events on its website and
includes a great variety of articles on the NW3C
News site, which is designed for easy access via
mobile devices. In 2014, NW3C’s marketing efforts
helped to boost attendance at a variety of events,
including the International Association of Chiefs of
Police Conference in Orlando, Florida; the National
Sheriff’s Association Conference in Ft. Worth, Texas;
the Targeting Fraud Conference in Columbus, Ohio;
and the Crimes Against Children Conference in
Dallas, Texas.
Looking to the future

NW3C will continue to stay current with
technological advancements and employ them to
steadily enhance its communication with both the
law enforcement community and the public.

Appendices

Protect the Protectors – NW3C produced a video
for the Protect the Protectors campaign, which
gathers funds to purchase ballistic vests for law
enforcement officers.

2012
619
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As well as instructional videos, which are described
in more detail in the training section of this report,
NW3C also created informational and marketing
videos. Of note include a variety of short videos
that preview NW3C training courses, including
Intellectual Property Theft: Fake Products, Real
Crime; ILooKIX; and Computer Network Defense.
Others include the following:

2011
355
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NW3C Facebook Growth Over Time

From a marketing perspective, NW3C utilized
digital strategies to promote its courses, events and
publications, employing e-marketing techniques

About NW3C

NW3C additionally reestablished its monthly
newsletter the Briefing in August, with the
goal of providing in-depth, timely articles on
topics of interest to law enforcement. Subjects
covered included cyberterrorism, counterfeit
pharmaceuticals and digital forensics in a clouddriven computing environment.

The reach and effectiveness of communication is
tied to technology. As new techniques for sharing
information are invented and available, the avenues
for communication have become easier to navigate.
In 2014, NW3C recognized the value of videos
as instructional and marketing tools and created
11 videos. Some were posted to YouTube for
unrestricted access, and others were recorded onto
DVDs or made available online for download by law
enforcement personnel only.

Introduction
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training opportunities. NW3C also regularly posted
timely information via Facebook and Twitter; some
geared towards law enforcement and others designed
to help the public avoid becoming victimized by
cybercrime. At the end of 2014, NW3C had 3,202
followers on Facebook and 1,181 on Twitter. Since
the first year of its social media campaign in 2010, the
numbers of NW3C’s Facebook and Twitter followers
have each grown by over 900%.

W3C relies on its communications and
information technology staffs to provide
the infrastructure, techniques and prose
required to inform and instruct law enforcement.
Through social media platforms, newsletters, the
NW3C website (www.NW3C.org), and other means
of communication, NW3C shares information
designed to assist with the prevention, investigation
and prosecution of economic and high-tech crime.
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NW3C Instructor Bob Hartnett Receives Award
from the Motion Picture Association of America
On January 2, 2015, NW3C lost a dear member of its staff when
training instructor Robert E. Hartnett passed away. Hartnett had
been a key instructor and developer of NW3C’s nationally recognized
training curriculum for intellectual property theft investigations.

A

long-time investigator of intellectual property theft cases,
Hartnett received major recognition for his role in helping
to bring down one of the most prolific motion picture
piracy groups in American history. On November 20, 2014, the
Motion Picture Association of America (MPAA) honored Hartnett
for his work as an industry support investigator on the IMAGiNE
case. Operating from 2009-2011, IMAGiNE “was responsible for
more than 40% of all English-language theatrical movie theft,”
said MPAA spokesperson Kate Bedingfield. IMAGiNE sought to
become the premier group to first release illegal Internet copies of
movies still showing in theaters. They developed a sophisticated
system of recording movies in the theater and editing the illegal
videos to properly synchronize audio tracks.

Eventually, the group was shut down, and its leader was
sentenced to 60 months in prison and three years supervised
probation and was ordered to pay $15,000 in restitution.
The award, given to Hartnett by MPAA, was presented during a
special ceremony held at the United States Attorney’s Office in
Norfolk, VA.

NW3C Instructor Bob Hartnett
Received an Award in 2014
from the Motion Picture
Association of America

Hartnett taught NW3C’s IP theft class for more than four years to law enforcement personnel and
officers in nearly all 50 states. About receiving the MPAA award Hartnett said, “I think that I am
the most proud of this award of any of the awards for IPR cases I have ever worked. It was a good
feeling because it encompassed the entire process from the prosecution standpoint. This case also
clearly demonstrated that when investigators engage in a case they truly believe in the results
will be astounding. Had it not been for the cooperation of all persons involved in this case, in all
likelihood, this case would not have been successful.”

Appendix A: Training Statistics

NW3C Training Classes Delivered in 2014

Computer Crime
Cybercop 201: Intermediate Data Recovery & Analysis (IDRA)

513
309

Cybercop 215: Macintosh Triage & Imaging (MTI)

235

Cybercop 320: Windows Internet Trace Evidence (INET)

123

®

Cybercop 225: Apple iDevice Forensics (iDevices)
®

Cybercop 315: Windows Artifacts (WinArt)
®
®

Cybercop 325: Macintosh Forensic Analysis (MFA)
®

Cyber Investigation 100: Identifying & Seizing Electronic Evidence (ISEE)*
Cyber Investigation 105: Basic Cell Phone Investigations (BCPI)
Cyber Investigation 201: Social Media & Technical Skills
Cyber Investigation 205: Cell Phone Interrogation (CPI)

172
82
3,525
824
1,153
76
323
684

Financial Crimes Against Seniors (FCAS)

159

Identity Theft Investigations (IDTI)

138

Targeting Investment Fraud (TIF)

292

Cyber Investigation 335: Advanced Wireless Network Investigations (AWNI)

134

Financial Investigations Practical Skills (FIPS)

264

Intellectual Property Theft (IP Theft)

772

Financial Crime

Financial Records Examination & Analysis (FREA)

178

Introduction to Mortgage Fraud (MORF)

84

Intellectual Analysis

Foundations of Intelligence Analysis Training (FIAT)
Intelligence Writing & Briefing (IWAB)

81
13
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Cyber Investigation 210: GPS Interrogation (GPSI)
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Cyber Investigation 101: Secure Techniques for Onsite Preview (STOP)

213

Introduction

Cybercop 101: Basic Data Recovery & Acquisition (BDRA)

Students

Online Courses
2,305
516

Legal Concerns for Digital Evidence Responders 201: Search Warrants & Digital Evidence

263

Legal Concerns for Digital Evidence Responders 501: Online Undercover

193

Social Media 101: What Law Enforcement Needs to Know

677

Social Media 101 Seminar: What Law Enforcement Needs to Know

758

Human Trafficking Awareness

243

Legal Concerns for Digital Evidence Responders 301: Searching Without a Warrant

210

Legal Concerns for Digital Evidence Responders 601: Post-Seizure Evidentiary Concerns

144

Prosecuting Insurance Fraud Resource (PIFR)

84

Legal Concerns for Digital Evidence Responders 101: First Responders & Digital Evidence

363

Legal Concerns for Digital Evidence Responders 401: The Stored Communications Act

151

Legal Concerns for Digital Evidence Responders 701: Mobile Digital Devices & GPS

166

Specialty Training

Social Media & School Violence (DVD)

Social Media & School Violence (Web-based)

Online Salvage Vehicle Auction Fraud (OSVAF)

Vehicle Theft: Online Salvage & VIN Cloning (Web-based)

Total

*Includes Web-based ISEE courses

2,125
1,310
104

Appendices

Encryption (Web-based)

Service Leads to
Solutions

Basic Computer Skills for Law Enforcement (Web-based)

634

20,593
25

Introduction

Appendix B: Membership Statistics
NW3C’s membership program serves law enforcement by offering a number of free benefits, including access
to public records database searches, analytical support, training, and subscription to the monthly e-newsletter,
the Briefing. In 2014, NW3C focused on granting membership to non-member police and sheriff’s departments/
offices by partnering with state law enforcement associations across the country. The technique met with
great success and NW3C added over 600 new member agencies during 2014.

Membership Regional Map

Service Leads to
Solutions

Empowering
Law Enforcement

About NW3C

5,227 Member Agencies as of December 31, 2014
Voting - 4,821 Associate - 406

Midwest

Mountain

Total - 664
12.7%

Total - 493
9.5%

Great Lakes
Total - 715
13.7%

Northeast
Total - 716
13.7%

Mid-Atlantic

West

Total - 959
18.3%

Total - 472
9.0%

Southeast
American Somoa
Guam
North Mariana Islands

Total - 562
10.8%

South Central
Total - 607
11.6%

Puerto Rico
U.S. Virgin Islands

International Associate Member Agencies

Appendices

Total - 39

26

0.7%
Representing the countries of Australia, Belgium, Canada, Costa Rica, Finland, Germany, Hong Kong, India,
New Zealand, Nigeria, Palau, Philippines, Turkey, Ukraine, the United Kingdom and United Arab Emirates

NW3C Membership Growth in 2014
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10900 Nuckols Road
Suite 325
Glen Allen, VA 23060
(800) 221-4424

5000 NASA Boulevard
Suite 2400
Fairmont, WV 26554
(877) 628-7674

www.nw3c.org

