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new nw3c members
total member agencies as of nov. 30, 2010: 3,646

The following agencies became members between August and November 2010

Great Lakes

Midwest

Indiana

Iowa

Henry County Sheriff ’s Department
Purdue University Police Department
Michigan
Coloma Township Police Department
Pinckney Police Department
Ohio
Greene County Sheriff ’s Office
Lake County Prosecutor’s Office
North Olmsted Police Department
Pataskala Police Department
Ripley Police Department
Whitehall Division of Police

Illinois
Burr Ridge Police Department
Grundy County Sheriff ’s Office
Kane County Sheriff ’s Office
Kankakee Police Department
Park Forest Police Department
Seneca Police Department
Staunton Police Department
Minnesota
University of Minnesota Police
Department - Duluth

Pennsylvania

Missouri

Allegheny Township Police Department Leechburg
New Britain Township Police Department

Crocker Police Department
Mercer County Sheriff ’s Office

Mid-Atlantic
Kentucky

Barbourville Police Department
Kentucky Office of the Commonwealth’s
Attorney - 30th Judicial Circuit
Taylor County Sheriff ’s Department
Maryland
Anne Arundel County Fire Department Fire Marshal Division - Investigation
Section
Greenbelt Police Department
Maryland Department of Public Safety &
Correctional Services
Prince George’s County Office of the
State’s Attorney
Tennessee
Metropolitan Nashville Police Department
U.S. Department of Homeland Security Homeland Security Investigations Resident Agent-in-Charge - Nashville
Virginia
Winchester Police Department
West Virginia
Saint Marys Police Department
4

Webster County Sheriff ’s Department
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Wisconsin
Combined Locks Police Department
Menomonee Falls Police Department

Mountain
Arizona

Douglas Police Department
Navajo County Attorney’s Office
Sahuarita Police Department
Colorado
Kit Carson County Sheriff ’s Office
Prowers County Sheriff ’s Office
North Dakota
McHenry County State’s Attorney’s Office
New Mexico
Artesia Police Department
Eddy County Sheriff ’s Department
South Dakota
Minnehaha County Sheriff’s Department

Northeast
Massachusetts

Ayer Police Department
Douglas Police Department
Ipswich Police Department
Plymouth County Sheriff ’s Department

Salisbury Police Department
Stoneham Police Department
U.S. Department of Transportation Office of Inspector General - Office
of Investigations - New England Region
Wentworth Institute Police Department
New Jersey
Clark Police Department
Holmdel Township Police Department
Mountainside Police Department
New Jersey Department of Treasury Division of Taxation - Office of
Criminal Investigation
Passaic County Sheriff ’s Office
New York
Columbia County Sheriff ’s Office
Ellicott Police Department
Livingston County Sheriff ’s Office
New York State Metropolitan
Transportation Authority - Office of
Inspector General
Niagara County Probation Department
Warren County Probation Department
Waterfront Commission of New York
Harbor
Rhode Island
Brown University Department of
Public Safety
Glocester Police Department
Pawtucket Police Department
Warren Police Department

South Central
Alabama

Alabama Criminal Justice Information
Center
Alabama Office of the District Attorney 12th Judicial Circuit
Brighton Police Department
Chambers County Sheriff ’s Office
Lee County Sheriff ’s Office
Arkansas
University of Arkansas Police Department
Louisiana
Xavier University of Louisiana Police
Department

Texas
Jersey Village Police Department
Lampasas County Attorney’s Office
Little Elm Police Department
New Braunfels Police Department
Red Oak Police Department
Texas State Technical College Police
Department
University of Texas at Arlington Police
Department

Southeast
Georgia

Chattooga County Sheriff ’s Office
Lumpkin County Sheriff ’s Office
McIntosh County Sheriff ’s Office
Summerville Police Department
South Carolina
Dorchester County Sheriff ’s Office
Hemingway Police Department
Jasper County Sheriff ’s Office
Lancaster County Sheriff ’s Office

West

California
El Camino College Police Department
Ione Police Department
Roseville Police Department
San Gabriel Police Department
Santa Rosa Police Department
U.S. Department of the Treasury Internal Revenue Service - Criminal
Investigation Division - Oakland
Idaho
Kootenai County Prosecuting
Attorney’s Office
Oregon

Thank you to the following
member agencies for referring
new members:
Comal County (TX) Sheriff ’s Office
Frederick County (VA) Sheriff ’s Office
New Jersey Office of the Attorney
General - Law & Public Safety Division of State Police
New York State Police
Parkersburg (WV) Police Department
Wood County (WV) Sheriff’s Office

Benton County Sheriff ’s Office

International
New Zealand

New Zealand Serious Fraud Office

M embers’
Representatives from NW3C member agencies share their
stories, experiences and comments about NW3C services.

Kenneth L. Green, Investigative Analyst - Florida Office of the State Attorney 13th Judicial Circuit, Tampa, FL
(Member agency since March 1994)

N

W3C’s Public Records Database Search is a fast and
reliable service that makes my job easier.

that were not legally obtained. The reports can also identify
possible relatives of the person being investigated.

While working on a case recently, I used the service to obtain
two reports. One of them identified a criminal record on the
husband of the suspect. The husband and the defendant used
different last names.

Requests may also be submitted for any business entity.
The search results may provide more information than can
be gotten by simply checking with the Secretary of State,
Division of Corporations.

I checked with the Florida Department of Corrections and
found that this individual had been released from prison
after serving a sentence for second-degree homicide. A
further check indicated other violent crimes in his past. This
information was relayed to the detective investigating the
case before he interviewed the family members.

The Public Records Database Search has been a helpful tool
for us, and just one of the benefits we enjoy as a longstanding
NW3C member agency. 

The search reports provided by NW3C have proven to
be useful in identifying real estate that may be owned or
linked to a defendant, as well as assets of other kinds such as
vehicles, trailers, boats and airplanes. This is helpful when
looking for assets that may have been purchased with funds

plat for M
www.nw3c.org
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M embers’
Representatives from NW3C member agencies share their
stories, experiences and comments about NW3C services.

Shawn M. Bostick, Detective - Wichita (KS) Police Department
(Member agency since July 2001)

I

have spent 11 of my 20 years with the Wichita Police
Department as part of our Exploited and Missing Child
Unit. I am also assigned to the Kansas Internet Crimes
Against Children Task Force (ICAC), working hands-on with
physical and sexual abuse cases involving children, as well as
investigations involving online exploitation of children, such
as solicitation and child pornography.
I am always looking for quality training to improve not only
my investigative skills but also those of my peers, especially
when it comes to computer investigations.
I became familiar with NW3C’s Computer Crimes Section
and took my first class, Basic Data Recovery and Acquisition
(BDRA), in 2003. I was immediately
impressed with the quality of the
training and professionalism and
knowledge of the instructors.
This led me to become a NW3C
instructor for the Identifying
and Seizing Electronic Evidence
(ISEE) and Secure Techniques for
Onsite Preview (STOP) classes.
As a member of the
ICAC Task Force,
I am responsible
for developing a
training program
and conducting
training for the
unit, as well
as our affiliate
agencies across
Kansas and
throughout
the region. In
September 2007,
our unit attended
the Protecting
Children Online
Conference in St.
Louis, MO.

When Unit Sergeant Chester Pinkston learned of all the
courses that NW3C offered by NW3C instructor Cynthia
Gonnella, he asked me to contact her to schedule classes.
Thus began a three-year training relationship with NW3C.
Five of the courses (ISEE, ISEE - Train the Trainer, STOP,
BDRA and Intermediate Data Recovery and Analysis), with
more than 20 trainings combined, are offered across the state.
One of the greatest benefits of partnering with NW3C is the
training. Two of the task force affiliate agencies have started
their own computer forensic labs as a result of this training. We
have also seen an increase in arrests and prosecutions of cases
involving electronic evidence and online child exploitation.
NW3C’s services, professional training and instructors are
invaluable assets to any department. The Wichita Police
Department and the task force are very glad that we have
these resources to further the investigation and prosecution
of crimes against children in Kansas. 

We would like to
hear from you!
In addition to providing access to
the Internet Complaint Search and
Investigation System, membership also
offers cyber crime, financial crime and
intelligence analysis training, public
database searches and analytical case
support. How have NW3C services
impacted your agency’s ability to solve
white collar crime? To be featured in a
future issue, please contact Regina Potis
at rpotis@nw3c.org or 1-800-221-4424,
ext. 3309.

plat for M
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August - November 2010
Officer John Abraham
Teaneck Police Department, NJ

Deputy Sheriff Mark A. Longway
Hillsborough County Sheriff’s Office, FL

Officer Glen Agee
Jackson Police Department, MS

Trooper Jonathan McDonald
Texas Department of Public Safety, TX

Officer Sergio Antillon
San Antonio Police Department, TX

Officer Karl R. McDonough
El Paso Police Department, TX

Trooper Mark D. Barrett
Virginia Department of State Police, VA

Deputy Sheriff Dean Miera
Bernalillo County Sheriff ’s
Department, NM

Deputy Sheriff Sam Brownlee
Weld County Sheriff ’s Office, CO
Officer Dan De Kraai
Saint Joseph Police Department, MO
Officer Paul Dittamo
Metropolitan Police Department, DC
Sergeant Sean Drenth
Phoenix Police Department, AZ
Officer Michael R. Flisk
Chicago Police Department, IL
Officer James E. Fowler, III
Baltimore City Police Department, MD
Captain George Green
Oklahoma Department of
Public Safety, OK
Trooper First Class Kenneth R. Hall
Connecticut Office of the Attorney
General - Department of
Public Safety, CT

Senior Officer John H. (Packy)
Paskewicz
Maine Department of Corrections, ME
Officer William E. Phillips, III
Greenfield Police Department, IN
Officer Tommy Portz
Baltimore City Police Department, MD
Sergeant Timothy Prunty
Shreveport Police Department, LA
Sergeant Joseph Schuengel
Missouri State Highway Patrol, MO
Corporal David R. Slaton
Texas Department of Public Safety, TX
Officer Christopher A. Wilson
San Diego Police Department, CA

As of Dec. 6, 2010
Source: www.odmp.org
www.nw3c.org
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2010 Member Agency Award for Excellence Winner

Connecticut Agency Undeterred by Economic Crisis
The Division of Securities and Business Investments has funded a dramatic
increase in economic crime trainings delivered in the state
by Brian French

T

he demand for NW3C to provide financial crimes
training in a locality far exceeds the ability to reach
everyone. NW3C offers 30 to 40 trainings a year of its eight
financial crime courses, and demand outstrips supply.
“We try to make sure we move those classes throughout the
country and hit every region,” NW3C training instructor
Dale Smith said. “We can’t visit every state.”
Take Connecticut. The state is deep in the heart of the
densely-populated
Northeast Corridor and
is home to a significant
business base, making it a
prime location for financial
crimes training. Ordinarily,
Connecticut might have
to wait four years or more
between visits.

“When the state of Connecticut imposes a penalty and
receives a fine, the check is written to the state treasurer,”
Lambiase explained. “You’re not going to have the
opportunity to redirect it. The money goes to whatever
general purpose the state desires.”
However, when violators are notified of the charges they’ll be
facing, they’re given the opportunity to negotiate a settlement.
Often they’ll offer to pay part of their penalty in the form of a
donation, which, unlike a fine, is tax-deductible.

However, since 2007,
NW3C has offered 20
financial crimes classes
in Connecticut. Smith
estimates that the state
receives six to eight trainings Photo Credit: NASAA
NW3C Director Don Brackman and Chairman Glen Gainer presented the
a year – a far cry from
Member
Agency Award for Excellence to Ralph Lambiase of the Connecticut
the once-every-leap-year
Department
of Banking’s Securities and Business Investments Division.
schedule they were on.
So what caused such a dramatic change to the training
schedule – especially when the recession has forced many
government agencies to freeze or cut funding for programs?
The best of both worlds
Ralph Lambiase, Director of the Connecticut Department of
Banking’s Securities and Business Investments Division, was
facing a problem. Investors in his state were falling victim to
fraud. Law enforcement wasn’t sure how best to prosecute
investment crimes. He wanted the state to provide funds for
education to remedy those issues, but it wasn’t coming.
“I’m looking at this,” Lambiase recalled, “and I’m thinking
there has to be a better way to educate consumers.”
The department levies fines for violations of two acts: the
Connecticut Uniform Securities Act, which requires brokers
to register with the state and prohibits illicit activities
associated with the sales of securities, and the Connecticut
Business Opportunity Investment Act, which sets the
guidelines for sellers of business opportunities.
So why not earmark some of that money for education?
8

Informant:

Winter

2011

Lambiase’s department will
review it, ensuring that the
donation is given towards
something related to securities
and investments and the
department will decide
whether to accept the offer.
If it does, then the official
paperwork will acknowledge
the contribution, allowing the
violator to save face and the
department access to money
set aside for one of its goals.
For the past three years,
NW3C has been one of the
recipients of the settlement
donations.

“They (violators) get to look like a good corporate citizen,
and we’re meeting the two goals we have as a government
body – are we furthering the financial literacy of our citizens,
and are we furthering investment education?” Lambiase
asked. “What good is consumer education if you don’t also
teach law enforcement about the crime? Several settlements
have included the component that they direct monies to
NW3C for the specific purpose of educating Connecticut law
enforcement so they can protect the investor. So now we had
the two-pronged approach – consumer financial literacy and
law enforcement training.”
The department has accepted donations as part of the
settlement process for 10 years. The charges cannot be fraudrelated, and the violators must be legitimate firms.
“A penalty should not only be punative, it should also go
towards broader goals,” Lambiase said.
Putting the money to work
Since 2007, NW3C instructors have delivered the following
classes: Financial Investigations Practical Skills, Financial
Records Examination and Analysis, Identity Theft
Investigations, White Collar Crime & Terrorism, Financial

Crimes Against Seniors and Basic Cell Phone Investigations
– to 485 students representing 283 law enforcement agencies.
Included in that number are police investigators, state
investigators, state regulatory investigators and prosecutors.
As part of the agreement between NW3C and the state, all of
the courses are held at the Connecticut Police Academy, run
by the state’s Police Officer Standards and Training (POST)
Council. The move helps to reduce costs, since the POST
facility is provided free of charge.
George Miller, the field program consultant at POST, said the
influx of NW3C courses filled a longstanding void in their
training schedule.
“None of the training offered had been available from any
other source,” Miller said. “It was a tremendous opportunity
to not only expand financial crimes training, but also criminal
training capacity.”
Lambiase said ensuring that state and local law enforcement
agencies understand the intricacies of identifying and
pursuing financial crimes is pivotal, because if the violator
isn’t issued the most accurate charge for the crime, it makes it
harder to get the proper result.
“What we get is the opportunity to protect investors and help
them understand what financial crime is, and when local
police understand that it’s a financial crime, they call us and
we assist,” Lambiase said. “Most law enforcement officers
are not trained in financial crime, and very few know what’s
available to them, so they charge based on what they know.
But they meet people (at training) who have financial skills,
so they help out. The networking has proven to be excellent.”

Miller said that not only has the NW3C training reached
previously untapped topics, it has done so in impressive fashion.
“All of the training with NW3C has gone virtually flawless,”
Miller said. “We find everyone coorperative, and the
agreement is easy to work with at their end. All of the course
evaluations have been stunning.”
So what happens next?
Smith said they’ll continue to offer between six and eight
trainings per year to Connecticut while possibly expanding
their offering of existing classes, as well as developing trainings
geared specifically for the state’s law enforcement officers.
“We’ve got the money to do this for some time,” Smith said.
Miller said he doesn’t have plans to create new classes as of
press time, noting that the ability to create new trainings was
a recent addition to the agreement.
As for Lambiase, he is wrapping up a lengthy career with
the Department of Banking in February, retiring after 33
years with the department and 23 years as the Securities and
Business Investments Division director. He said that it has
become more and more obvious over the years that financial
crime and traditional crime are intertwined.
“I don’t care what crime you commit, money is always a part
of it,” Lambiase said. “The spillover is tremendous – you can
always follow the money. Whether you’re doing bookmaking
or drug dealing, it’s always about following the money. There’s
always records. So if you learn about the causes of crimes,
you’ll see the widespread uses for financial crime training
that you don’t even think of.” 

2010 NW3C Member Agency Award for Excellence

D

on Brackman, Director of NW3C and Glen Gainer,
Chairman of the NW3C Board of Directors, announced
last September that the Connecticut Department of Banking,
Securities and Business Investments Division was the 2010
recipient of the Member Agency Award for Excellence. “It’s
about time we started making the bad guys pay,” Brackman said.
Brackman and Gainer presented Lambiase with the award
during the North American Securities Administrators
Association’s annual meeting in Baltimore, MD on Sept. 26.
“The Connecticut Department of Banking’s Securities
and Business Investments Division has made a strong
commitment to ensure that top-notch training was
provided to law enforcement agencies throughout their
state,” Gainer said. “Their dedication to this worthy cause
and their willingness to use creative means to produce
funding at a time when budget shortfalls are a common
threat is something that should be considered by state
governments throughout the country.”

Added Connecticut Banking Commissioner Howard Pitkin:
"In the last several years, the country has become acutely
aware of the extent of devastation wrought by white collar
crime. High-profile examples include Bernard Madoff and
the Bayou Funds. Although not receiving the same level of
notoriety, there are many other lower-profiled investment
schemes that have parted Connecticut residents from their
hard-earned monies. Our collective goal is to continue
to seek out such wrongdoing and bring the responsible
individuals to justice."
"Our division is honored to receive this recognition from
the National White Collar Crime Center and is proud to be
an ongoing partner with the state of Connecticut's Police
Officer Standards and Training Council and NW3C in the
collaborative program to make available state-of-the-art
education to Connecticut law enforcement officers and
representatives of regulatory agencies in investigating and
prosecuting white collar crime," Lambiase said. 

www.nw3c.org
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A Small State with Big Plans
Jim Hood and the Mississippi Office of the Attorney
General Lead the Battle Against Counterfeits and Piracy
by Brian French

B

igger isn’t always better. Mississippi Attorney General Jim
Hood can tell you that much.

The federal government gave Hood’s office a grant to fight
intellectual property (IP) crime in September 2009 and again
in October 2010, making Mississippi the only state to win a
grant awarded for IP funding. According to Hood, the state’s
relatively small population (2.9 million) made it an attractive
test case for funding IP theft initiatives at the state level.
“They figure that if they can do it in Mississippi, they can do
it anywhere,” Hood said.

The Operation KOKO PSAs are more low-key, urging parents
to monitor what their kids are doing online. It’s only one
part of the program, Hood added; his office is working with
the Motion Picture Association of America (MPAA), as well
as trying to use social media and video games to spread the
message. But their best weapon might be the kids themselves.

The grant validates Hood’s opinion that states can and should
have a hand in fighting IP crime. He said his interest in the
topic was piqued when he performed peer reviews for the
Department of Justice.

“We AGs learn from very good scientific studies on how to
target kids with the message,” said Hood. “Having kids talk to
kids is going to be much more effective. We’re trying to target
our message and be smart in how we do it.”

Hood’s office used the grants to fund and maintain the
establishment of its intellectual property crime prevention
campaign – Operation Knock Out Knock-Offs, or Operation
KOKO. It’s a multi-pronged effort towards reducing IP crime
in many forms, from counterfeit medicine to music piracy.

Hood said the interest in reducing IP crime also involves
reducing the connected traditional crimes that often go
with it. “Dope dealers used to sell dope. Now they’re selling
counterfeit iPods® at our truck stops,” Hood said. “And
they’re telling us that it’s safer and that you can make more
money that way.”

Operation KOKO’s first step was the creation of the Mississippi
Intellectual Property Task Force, which aims to provide
training and investigative help to local law enforcement
agencies while encouraging and facilitating collaboration
among federal, state and local agencies. Buy-in has been
impressive. The task force boasts more than 100 members
from 65 agencies at all levels throughout Mississippi.
Trainings began in April 2010 to teach law enforcement
agencies how to identify and deter IP crime. Hood’s office
worked with the U.S. Chamber of Commerce and industry
groups, including the Recording Industry Association of
America (RIAA), which helped teach law enforcement how
to identify counterfeit DVDs and CDs.
Hood said nearly 100 officers throughout Mississippi took
part in one training, despite it being in the northwest part of
the state. “They’re seeing it, they just don’t know what to do
with it,” Hood said. “There’s been a lot of interest in this with
law enforcement.”
A unique challenge for Hood is the fight against music
piracy. Reaching illegal downloaders is harder than it sounds,
he said, because generations have grown up with easy (if
illegal) access to free music and movies. He said the RIAA
tried to leverage its considerable star power with public
service announcements (PSA) urging people not to illegally
download content, but they experienced a backlash from fans.
“They said ‘Hey, you’re rich, why are you doing this?’ and so
they shied away,” Hood said. “I can go into a high school and
10

speak to 300 kids there, and if I ask them to raise their hands
if they download music for free, you’ll get 300 hands raised.
I can go to a Rotary Club and talk to parents, say ages 35 and
up. I’ll ask how many of them have heard of Limewire® (a
file-sharing service), and you might have three hands up.”

Informant:

Winter

2011

As part of Operation KOKO, Hood’s office has developed
a best practices manual based on their work with IP crime.
Hood, the co-chair of the National Association of Attorneys
General IP Committee, is having the manual distributed to
member states.
While education is a large part of the project, enforcement
came into the spotlight in November, when federal
investigators and state and local law enforcement agencies
raided 27 stores – mostly Hispanic grocery stores targeting
immigration populations – that sold counterfeit medicines,
including painkillers and intravenous birth control.
Hood expects to use the second grant to work with
NW3C in developing a technology solution database and
information-sharing capability, including an IP website
separated into two sections – one exclusively for law
enforcement, which would provide information sharing and
training opportunities, among other things, and a public
component for citizens to learn how to identify, avoid and
report counterfeit goods to the proper authorities.
Hood said that when it comes to IP crime, the education
process never ends – including for himself.
“I’ve learned a lot,” Hood said. “I’ve learned that it’s a major
threat and it always has been and it always will be. One of
our greatest exports is our intellectual property. If we allow
other people to steal it, the counterfeits coming in can
injure us.” 

What to Know About Operation KOKO
Q: What is Operation KOKO?

Q: What has Operation KOKO done?

A: Operation KOKO, or Operation
Knock Out Knock-Offs, is the
Mississippi Attorney General’s Office’s
campaign to stem the tide of intellectual
property crime.

A: In addition to creating the state task force, drawing
up a best practices manual and providing training, it has
reached out to industries (including the RIAA and MPAA),
consumers and college campuses to promote anti-piracy
and counterfeiting measures. It also has two divisions –
Consumer Protection and Cyber Crimes – devoted to
investigation and prosecution of crimes. The task force has
opened more than 40 investigations.

Q: What is the Mississippi IP Task Force?

Mississippi Attorney
General Jim Hood

A: It’s an organization that unifies federal,
state, and local law enforcement efforts
on IP crime while providing training and
resources for coordinated enforcement.

Operation KOKO has also pushed legislation that increases the
penalty for IP theft in Mississippi while working with industry
to promote tougher sentences nationally, spearheading a
multi-agency raid on 27 stores selling counterfeit goods in
November. It is developing a study from the recording industry
to determine how many illegal downloads take place on
college campuses in Mississippi on a daily basis, measuring the
impact the operation has had on that activity.

Q: How many members are on the task force?
A: More than 100, representing 65 agencies at the federal,
state and local law enforcement levels.
Q: What is the National Association of Attorneys General’s
IP Committee?

Q: What’s next?
A: Operation KOKO is working with NW3C on an IP crime
database and an IP website. The site will have a section
with access restricted to law enforcement agents, which
will include training and information sharing, and a public
section that teaches consumers how to identify, avoid and
report counterfeit goods. 

A: It’s a national IP crime information clearinghouse that
Hood, as the committee co-chair, is using for the investigation
and enforcement of Mississippi IP laws. The best practices
manual created by the Mississippi task force for law
enforcement agents is the foundation for a similar manual to
be created by the committee and distributed to member states.

Information is the
foundation of
good intelligence.

American Military University offers one of the most respected intelligence
studies programs in the country. This well balanced and academically rigorous
program is offered entirely online using open source materials and is taught by
credentialed faculty with extensive operational and academic experience.

The B.A. in Intelligence Studies offers concentrations in:
Criminal Intelligence, Intelligence Analysis, Intelligence Collection,
Intelligence Operations, and Terrorism Studies.
The M.A. in Intelligence Studies offers concentrations in:
Intelligence Analysis, Intelligence Collection, Intelligence Operations,
Criminal Intelligence, Homeland Security, and Terrorism Studies.
Six Course Academic Certificates include:
Cybercrime, Digital Forensics, Information Assurance, Information Systems
Security, and National Security Studies.

LEARN MORE AT

amuonline.com/intelligence
/

2009 & 2010 Effective Practices Award
AwArd winner

I

in

2009 Ralph E. Gomory Award
for Quality Online Education

U

OR CALL

877.777.9081

Text AMU to 44144
for more information.
www.nw3c.org
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Fighting Global Crime Requires Local Effort
Major summit stresses cooperation between law enforcement and the
private sector in prosecuting intellectual property crime at all levels
by Ty Bowers

S

ince last fall, NW3C has been at the forefront of the major
nationwide push to increase prosecutions of intellectual
property (IP) crime.
The focus on IP crime took on a renewed national urgency in
2010 when the Obama Administration unveiled the first Joint
Strategic Plan on Intellectual Property Enforcement. The
plan emphasizes the Department of Justice’s (DOJ) ongoing
commitment to protecting U.S. intellectual property as
central to America’s economic prosperity and public safety.
NW3C, with funding from the Department of Justice’s
Bureau of Justice Assistance (BJA), is working to improve
the quantity and quality of enforcement and prosecution
of intellectual property crimes by providing training and
technical assistance to state and local officials.
Nearly 200 participants representing law enforcement, private
industry and the legal community attended “Real Crime –
Real American Jobs: Why You Should Care About Intellectual
Property Rights”, a first-of-its-kind summit sponsored jointly
by BJA and NW3C on Sept. 30, 2010 in Pasadena, CA.
Attendees heard from presenters on topics ranging from
the health and safety risks posed by counterfeit goods to
the connections between intellectual property crime and
criminal networks.
“We can’t underplay how important of a role cooperation
between industry and law enforcement plays in preventing and
prosecuting intellectual property crime,” said Don Brackman,
Director of NW3C. “This summit went a long way in bringing
people together to address this truly devastating form of crime.”

Brackman and opening speakers Los Angeles County (CA)
Sheriff Lee Baca and U.S. Attorney André Birotte, Jr. (Central
District of California) all stressed the need for collaboration
in the fight against IP crime.
The U.S. Chamber of Commerce puts the global impact of
counterfeiting and piracy at $250 billion annually, according
to Rob Calia, Senior Director of Counterfeiting and Piracy
with the Chamber’s Global IP Center.
That impact is felt beyond just the loss of profits. IP crime has
cost the U.S. economy an estimated 750,000 jobs, Calia noted.
“Industry has a vital role to play in assisting law
enforcement,” said Mississippi Attorney General Jim Hood.
Often, the business community has more resources to
commit to the fight.
Several speakers noted the direct links between counterfeiting
and piracy to organized crime.
In Los Angeles, for example, pirated and knock-off goods have
fueled the growth of violent street gangs, according to LAPD
Detective Ryuichi Ishitani. “It’s bigger than narcotics,” he said.
The LAPD has cracked down on major distributors of
counterfeit and pirated goods. In one problem spot, Santee
Alley in Los Angeles, space given to sellers of counterfeit luxury
goods is leased at a higher rate than the space devoted to selling
genuine merchandise along Rodeo Drive, Ishitani said.
“What do you think they’re doing with that money?” Ishitani
asked. “It goes into drugs and guns.”
Several speakers discussed the imminent health and
safety risks posed by counterfeit products, ranging from
manufacturing components and building materials to
pharmaceuticals.
Clark Silcox, general counsel of the National Electrical
Manufacturing Association, relayed horror stories of people
being killed or severely injured by faulty counterfeit products.
In England, a 7-year-old boy died after being electrocuted
by a counterfeit Game Boy® charger bought in Thailand
during a family vacation, Silcox recounted. Closer to home,
a Pennsylvania state trooper barely escaped serious injury
when the substandard batteries in his flashlight exploded.
A number of common household items – circuit breakers,
wall-mounted electrical outlets and extension cords – are
fodder for global counterfeiters, especially those based in
China, Silcox said.

Mississippi Attorney General Jim Hood
(left) with NW3C Director Don Brackman.
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Silcox urged state and
local law enforcement
agencies to support federal
efforts in prosecuting
these types of intellectual
property violations. In
many cases, he said, major
violations are uncovered
first at local or state levels.
Most of the speakers at
the summit highlighted
a major challenge to the
effective enforcement of
IP laws – enlisting the
public’s help.

For example, many
consumers consider the
selling of counterfeit or
pirated goods “just part of
everyday business,” Boykins
said. And nearly all small
business respondents told
NCPC that they use or have
used some form of pirated
computer software.
More troubling, Boykins
noted, is how economic
loss attributed to IP
crime “is not a motivator
for most people” to
avoid purchasing
cheap counterfeit or
pirated goods. Even
law enforcement data
suggesting a link between
IP crime and terrorism
was met with skepticism
by most consumers.

Research conducted
by the National Crime
Prevention Council
(NCPC) shows that most
NW3C Director Don Brackman stands with U.S. Attorney André Birotte and
consumers who purchase
Los Angeles County (CA) Sheriff Lee Baca, both of whom spoke at the summit.
cheap counterfeit or
pirated goods “do
not view their actions as having a broader impact on their
community,” according to NCPC Communications Director
“They want to see the paper trail,” Boykins said, paraphrasing
Michelle Boykins.
focus group respondents.
NCPC has focused its research efforts related to IP crime on
four strategic categories: counterfeit products, piracy (related
to organized crime and terrorism), economic loss and health/
safety issues.

NCPC’s research revealed that perhaps the best way to
persuade the public about the seriousness of IP crime is to
show how such violations impact consumers’ daily lives,
Boykins explained.

Focus group results, according to Boykins, revealed some
alarming attitudes among the public and in the business
community.

“The lure of the bargain is so powerful that we need
something equally strong to counteract it.” 

New Cyber Crime Courses Help Investigators
Analyze Cell Phone/GPS Evidence

N

W3C offers two courses that show investigators how to
seize and analyze evidence generated by and contained
in cell phones and Global Positioning System (GPS) devices.
Cyber Investigation 105: Basic Cell Phone Investigations (BCPI)
This is a two-day course for officers, investigators and
analysts dealing with cell phone evidence. The course’s
main focus is on the acquisition and analysis of information
generated by cell phone use through cell phone towers.
Participants learn how to request, read and analyze call detail
records obtained from cellular providers and how to plot
cellular site locations to determine a suspect’s location during
a given time frame.
This course also provides guidance to first responders on
the proper procedures to seize and preserve evidence on a
cell phone until it can be fully analyzed. Students are shown
techniques for tying all cell phone information together for
investigative case reports and courtroom presentations.

No special hardware or software is required. This course
focuses heavily on analysis, so a strong working knowledge of
Microsoft® Office is highly recommended. This class will be
offered April 11-12 and 13-14 in Nashville, TN.
Cyber Investigation 205: Cell Phone-GPS Interrogation
(CP/GPS-I)
This three-day class, a companion course to Cyber
Investigation 105, provides investigators with best practices
in seizing, preserving and retrieving evidence from cell
phones and GPS devices. The course affords participants an
abundance of hands-on time using a variety of current cell
phone and GPS investigative tools and techniques. This class
will be offered Feb. 2-4 in Albuquerque, NM. 
You can register for courses online at http://www.nw3c.org/
ocr/courses_desc.cfm. Please check the website for new dates,
as they are added frequently. If you have any questions, please
contact the Computer Crimes Section at (877) 628-7674.
www.nw3c.org
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IC3 and ICSIS Bring High Technology,
Manpower to Bear in Internet Crime
Investigations

W

ith municipal and state budgets stretched thin, law
enforcement agencies must be creative when trying to
keep pace with and outwit criminals, especially those who
target victims online.

ICSIS also gives users access to individual complaints and the
ability to export case information to software programs such
as Microsoft® Word and Excel® to create link charts and/or
presentation material.

Bringing cyber criminals to justice can prove costly and
time-consuming. However, in the fight against online crime,
investigators have two powerful tools at their disposal – the
Internet Crime Complaint Center (IC3) and its revolutionary
Internet Complaint Search and Investigation System (ICSIS).

Additionally, users can create comprehensive profiles of
crime trends in specific regional, national or international
jurisdictions as well as generate up-to-date lists of complaints
matching certain search criteria.

Not only does IC3 maintain a repository of more than
two million Internet-related complaints that grows by the
thousands weekly, but it also has expert staff analysts who
can use that data to help build cases for state and local law
enforcement.
Internet crime
complaints are
automatically referred
to law enforcement
agencies with
jurisdiction to aid
in preventative and
investigative efforts.

“How much time, money and dwindling manpower can be
saved by not reinventing the
wheel on these cases?” Shaffer
asks. “Not to mention having
an entire staff of analysts at
A tool for member agencies with criminal
your disposal. Who couldn’t get
investigative authority that allows them to
excited about that?”

What is ICSIS?

search the IC3 database, organize pertinent
data into cases, collaborate with other
agencies and develop statistics from Internet
complaint data.

IC3 analysts can
perform closed
database searches
using research
tools such as CLEAR® and LexisNexis® (including its law
enforcement product Accurint®), as well as searches within
ICSIS for specific complaint/case information that law
enforcement agencies would be interested in knowing about
or for ongoing investigations.

The ICSIS platform gives agencies with criminal investigative
authority the ability to search all complaints received at IC3,
to create cases at their discretion and to collaborate with
other participating agencies nationwide to assist in bringing
alleged perpetrators to justice.
IC3 Internet Crime Analyst Team Lead Terri Shaffer is
excited to share information regarding ICSIS and what it
means for law enforcement.
“ICSIS gives us the ability to not only track similar complaints
and build cases, but to link similar cases with investigators,”
Shaffer explains. “Our system allows an investigator in North
Carolina to see that a detective in Arizona is working on the
same case that he/she is investigating.”
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investigators and detectives from across the country are
able to reach out to each other and share information and
experiences with solving cyber crimes.
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Most importantly, these
powerful investigative tools –
the support of expert analysts
and use of ICSIS – are available
to NW3C member agencies free
of charge.

For information regarding IC3, individual/group ICSIS training
or for any search requests on case information for investigations,
please contact Terri Shaffer at tshaffer@nw3c.org. 
Accessing ICSIS
1. To get to the ICSIS login page, type icsis.nw3c.org into
your browser address line and hit enter.
2. Type your user name and password
3. Click Log In.
Note: To access ICSIS, you must be employed by a NW3C
member agency with criminal investigative authority. The login
page provides links to check your agency’s membership status as
well as to retrieve forgotten user names and passwords.
For more information about how to access ICSIS or for
questions about membership status, contact Membership
Services at (800) 221-4424.

It’s a Small World Wide Web, After All
Online fraud can still be a local crime

by Angelo Floiran
“If you were any type of detective, you would know these cases over
the Internet don’t get solved, and you just have to deal with it.”

T

hose are the words of a self-professed 40-year expert
detective when discussing an online fraud case. Our office
always at least refers the victim to Internet Crime Complaint
Center (IC3) and ensures that they have their money refunded
by the bank. But every once in a while, we can take a case
further, as we are with this one involving online credit card fraud
that hit a lot closer than you’d think.
The case
The purchases were made using commercial travel websites
such as Priceline®. The reason we thought to look into the
case a little deeper was that if they purchased airline tickets,
they should be easily identified from the airport. There are
definitely enough airports in Texas where we could follow up
on the case if we came across a name.
After getting in touch with Priceline, we learned that it wasn’t
airline tickets but rather hotel rooms being purchased. As it
turned out, the hotels were in the Austin area. The hotel gave
us the name “Jane Smith,” which we connected to other hotel
room rentals in the Austin area.
The Jane Smith name was an alias. It turns out the suspects
were bouncing around from hotel to hotel making the
purchases through the auction websites, using different credit
cards each time but always connecting through Priceline or
another online travel website.
We tracked Smith through other hotels and found that while
she was renting the rooms, other people were checking into
them. As we continued to track Smith, we got new names with
each location in which she purchased a room. Then we started
looking at dates and noticed she would book reservations in
hotels literally blocks from each other on the same dates in
downtown Austin.
As the investigation continued, we obviously wanted to learn
more about Smith and other people staying in these rooms.
Why were they using multiple rooms, blocks from each other,
on the same nights? This was an online credit card abuse and
identity theft case happening in our backyard.
Reaching out for help
To learn more about our suspects, we met up with the Travis
County (TX) Sheriff ’s Office and started running names and
connections. As the names came together, we learned of mail
theft in rural areas of Travis County. From this, we determined
that the breach in our victim’s identity was a simple case of mail
theft. There was no online hacking or dumpster diving; someone
just walked up to her mailbox and pulled out her credit card.
Further investigation found employees at some of the hotels
who remembered names and had incidents documented with

them. As expected, there was drug involvement, with meth
labs run out of the hotel rooms. In one incident, the suspects
were tying the electronics in the hotel room to the bed sheets
and lowering them out the window.
The investigation also revealed suspected prostitution and
human smuggling. Smith was renting the rooms for her girls
to meet up with customers. The credit card fraud was being
used to get the rooms for free, but it almost removed Jane
Smith from the equation.
For investigative purposes it goes like this: The customer pays
the website, the website books the reservation and then the
hotel bills the website. The hotel has the name of the person
who checks in, but not the name of the person who uses the
credit card. The website has a name of a person who uses the
credit card but not the name of the person who checked in at
the hotel. How do we connect each one to the crime?
When the reservation was called in, a contact number is
obtained by the hotel. This number matched the number
used on the Priceline reservation. These numbers were then
run on previous cases and matched up to Smith and the
other individuals that were checking into the hotels. As of
this writing, the case is still under investigation, and we are
learning more about Smith and her friends every day.
So what can we learn?
It’s not often that we have the opportunity to effectively
investigate Internet crimes and scams. It seems like too often,
we come to the conclusion that if it’s done online, it’s out
of our hands. We might assume it is taking place overseas
because if an Internet protocol address is caught, it shows
Singapore or Nigeria or another far away nation. But have we
stopped to consider that if you use a tool like www.hide-myip.com, it may give you a Singapore address? For all we know,
there’s an identity thief living just behind the police station.
There are many websites of police departments and sheriff ’s
offices that clearly state they will not work the case if
you still have your credit card in your possession. This is
understandable, because there are simply too many cases to
effectively investigate them all, especially when it’s a $100
charge that the victim will be refunded. The point is that like
so many other cases, small things matter.
In our case, a $79 charge on Priceline will clear dozens of
identity theft and mail cases and provide valuable intel to
multiple jurisdictions on narcotics and prostitution. When
you unravel and identify the details of a scam, you will
reveal several other cases. White collar crime suspects rarely
commit the offense only once, and they are almost always
involved in something else. 
About the Author: Angelo Floiran is a detective with the Hays
County (TX) Sheriff ’s Office.
www.nw3c.org
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The Real Story Behind Fake Goods

New training from NAAG and NW3C gives law enforcement agents
a first-hand view of the growing problem of intellectual property crime
by Brian French

B

ob Hartnett was in a store in Annandale, VA when he
noticed something out of place in the shampoo aisle – a
bottle of Head and Shoulders® with Arabic lettering. An
innocent shipping mix-up, or something more sinister?
Hartnett is a retired detective and is now a private investigator
with expertise in sniffing out counterfeit products. He called
the company to tell them what he found.
They had an issue with counterfeit shampoos in the global
market, they told him, but no such problem in the United States.
Hartnett’s call snapped them awake.
After sending them the bottle to be tested, a scientist
at Head and Shoulders
eventually told Hartnett that
using the fake shampoo would
be “the equivalent of washing
your hair in a dirty toilet.”

The course serves as a form of IP Crime 101 for law
enforcement agents with limited exposure to intellectual
property theft in their jobs. In fact, most of those surveyed at
the beginning of the morning session in Durham said they had
little or no experience with it.
“I’m getting introduced to the subject matter and how
detrimental it is,” said Shannon Wiley, Deputy General
Counsel, South Carolina Secretary of State. “I never really
thought about it before.”
But it also had something for IP crime veterans. Doug Shanks,
a detective with the Sevierville (TN) Police Department and
an NW3C trainer, has more than 10 years under his belt
dealing with this topic, much of it
at a local flea market where local
sellers have been caught dealing
counterfeit goods.

Hartnett told this captivating,
if disgusting, story in Durham,
NC before 45 people from
six states and the District of
Columbia at a daylong course
titled “Fake Products, Real
Crime: Intellectual Property
Theft” on Oct. 19, 2010.
“I had no idea what I was
getting into or why I was
getting into it,” Hartnett said
as he started his presentation.
“Now I’m a convert.”

“This class taught me there’s a
lot more of this out there than I
thought,” Shanks said.
The morning session focused on
defining the basics of IP theft.
Cuevas conducted a primer on
the crime, while North Carolina
Deputy Secretary of State Haley
Haynes gave a presentation on her
state’s efforts to combat IP crime.

Dennis Cuevas, Consumer Protection Counsel at NAAG, gives

Rob Calia, Senior Director,
Counterfeiting and Piracy at
the Global Intellectual Property
Center of the U.S. Chamber of
Commerce, finished the morning
session by explaining why state
and local law enforcement agents
should be concerned about a
crime that has the reputation of
being a federal issue.

It was the second offering
a presentation on the basics of intellectual property rights
of the training put together
during the morning session of the training in Durham, N.C. The
by NW3C and the National
trainings are delivered as a joint product of NAAG’s National
Attorneys General Training and Research Institute and NW3C.
Attorneys General Training
and Research Institute, a
division of the National Association of Attorneys General
(NAAG), at the request of the Bureau of Justice Assistance as
“American jobs are at stake,” said Calia during his presentation.
part of the Obama Administration’s 2010 Joint Strategic Plan
“And worse, consumer health and safety is at risk.”
on Intellectual Property Enforcement.
The numbers he presented are depressingly predictable or
“We are trying to educate state and local law enforcement on
disturbingly unexpected, depending on your perspective.
how to detect and prevent intellectual property (IP) crime,”
Among them:
said Dennis Cuevas, NAAG Consumer Protection Counsel.
“People are starting to realize that they don’t know as much
• The global impact of counterfeiting and piracy was $250
about IP crime as they thought they did.”
billion in 2007
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•

IP crime can be blamed for the loss of 750,000
American jobs

•

IP-related seizures in the U.S. totaled more than $260
million in 2009, including $62.5 million worth of
dangerous goods

•

$133 billion in counterfeit goods were sold online
in 2009, and the global impact of piracy on the U.S.
economy was estimated at $58 billion

“Anywhere in the country, anywhere in the world, you can
find counterfeit goods,” Calia said.

Instructors also devoted time to the ins and outs of
developing an IP case, from conducting a raid of a target
to building probable cause, including the telltale signs that
separate even a relatively high-quality counterfeit from
the real thing. They also outlined the importance of taking
detailed notes during an investigation, as well as how to get
the best results from a task force.
But there’s help available, the instructors stressed. The
Congressional International Anti-Piracy Caucus produces a
list of rogue websites that are especially egregious in providing
pirated music and identifies the countries most steeped in piracy
problems. U.S. Immigration and Customs Enforcement went
after sites that traffic in piracy
with Operation In Our Sites.
Congress is also expected
to consider the Combating
Online Infringement and
Counterfeits Act in the 112th
session that began this month.

One of the more
troubling aspects
of IP crime, Calia
said, was its effect on
health care. Studies
show that 10 percent
of medications
worldwide are
“We’re trying to educate
counterfeit, and the
people that intellectual
problem is worse
property crime isn’t just a
overseas. Counterfeit
federal issue,” Cuevas said.
Jeans
from
prominent
designers,
watches
and
other
popular
items
are
often
targeted
cough syrup
“To address this crime
for counterfeiting, and it takes a sharp eye to tell them apart from the real thing.
from China was
effectively, law enforcement
responsible for 120
at all levels need to work together. We’re starting to show that
deaths in Panama in 2006 – and the company that made it is
this really isn’t a victimless crime, especially when it comes to
still in business.
(counterfeit) pharmaceuticals.”
IP crime is attractive to existing crime networks for
NW3C and NAAG followed the Durham training with classes
many reasons, said Jim Foley, Manager for Curriculum
in Jackson, MS in November and Miami, FL in December.
Development and Training at NW3C. The startup costs are
The 2011 schedule started in Austin, TX on Jan. 20. Other
reasonable, the penalty associated with counterfeiting and
scheduled trainings include: Baldwin Park (Los Angeles), CA
piracy is lower than it is for more traditional crimes, such as
on Feb. 16; Tacoma, WA on March 1; Denver, CO on April 5
dealing drugs, and the profit margin is higher.
and Rye Brook (New York City), NY on May 19. Other dates
and locations will be added later in the year. 
“You deal $18,000 in heroin,” Hartnett said, “and you can get
five to 40 years in prison with a fine of at least $500,000. You
To sign up for a training, visit http://outreach.nw3c.org/iprt/.
deal $18,000 in counterfeit purses, at most you’ll get five years.”

Does your agency use
T

I SIS?

he Internet Complaint Search and Investigation System (ICSIS) gives law enforcement agencies
with criminal investigative authority the ability to search complaints received at the Internet Crime
Complaint Center, create cases and collaborate with other agencies to prosecute violators. ICSIS can
also be used for compiling statistical data, crime mapping, grant preparation and budget development.
Development of ICSIS is made possible with the support of the Bureau of Justice Assistance (BJA).

To gain access to ICSIS, your agency must be a member of NW3C. Request membership information at
www.nw3c.org. If your agency is already a member and you need an account to access ICSIS or if you
have questions about membership, contact Membership Services at 1-800-221-4424.

www.nw3c.org
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IC3 receives its 2 millionth complaint
Crime victims are reaching out to the site in record numbers
by Brian French

B

usiness is booming at the
Internet Crime Complaint
Center (IC3), which, depending
on your perspective, can be
considered either bad news or
good. Because while the dramatic
increase in crimes reported to the
website highlights the continuing
prevalence of cyber crime, it also
demonstrates that victims are more
willing to report their crimes than
ever before.

leading to unprecedented success
in identifying perpetrators and
bringing them to justice through
criminal and/or civil remedy,”
Donewar said.

IC3 received its 2 millionth
complaint since opening in 2000, reaching that milestone on
Nov. 9, 2010 at 8:11 p.m.
To put it in perspective: In the first six months of its
existence, what was then known as the Internet Fraud
Complaint Center received 20,014 complaints. Last year, IC3
averaged that many complaints per month. It took IC3 more
than seven years to record 1 million complaints, reaching
that mark on June 11, 2007. It took just three years and five
months to double that number.

IC3, a partnership between the
National White Collar Crime
Center, the Federal Bureau of
Investigation and the Bureau
of Justice Assistance, receives
complaints from Internet users who
believe they’ve been the victim of
a cyber crime through its website,
www.ic3.gov. The complaints are analyzed and, when
appropriate, forwarded to law enforcement and regulatory
agencies for further action.
Donewar credits an overhaul of IC3 in 2006 in making the
organization’s job easier.

“NW3C’s leadership and vision in the arena of cyber
crime led to significant improvements and a complete
reorganization at IC3 to include the introduction of
innovative tools and
advanced analytical services
to increase the capability
Important Numbers in IC3 History
of IC3, provide greater
support to law enforcement
20,014 – number of complaints received in
for investigating Internet
crimes and broadening
the first six months of IC3, then known as
the resources available to
the Internet Fraud Complaint Center
investigators all aimed at
providing superior products
7 years – time it took for IC3 to receive its
and services through IC3,”
first million complaints
Donewar said.

“Cyber criminals
continue to perpetuate
scams and frauds against
Internet users at an
•
alarming rate,” said Don
Brackman, Director
of NW3C. “Having a
resource like the Internet
Crime Complaint Center
•
available for victims to
file a complaint and for
law enforcement to use
• 3.5 years – time it took for IC3 to go from 1
Eventually, Donewar added,
as a tool to investigate
IC3 could receive complaints
million to 2 million complaints
Internet crime has
at the rate of 1 million a year.
helped combat this
growing problem.
“IC3 reaching the 2 million
Reaching the 2 million
complaint mark is clear
mark is a milestone of sorts for IC3, but it is also a testament
evidence of a growing crime problem in cyberspace,”
to the amount of Internet crime we experience today.”
Donewar said. “The number of complaints submitted for use
as intelligence also supports evidence of increasing public
IC3 Manager Greg Donewar credits the center’s commitment
concern over the safety and security of Internet usage.
to fighting cyber crime.
“In spite of shrinking resources and an international problem
that is growing at an average rate of 20 percent each year,
IC3 continues to improve its business model to serve
law enforcement as efficiently and effectively as possible;
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Added Brackman: “This is not a problem that will solve
itself or go away quietly. We must maintain a strong
presence as an essential tool for Internet crime victims as
the problem deepens.” 
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2011 Board of Directors
Election Results

.S L R V I L L

Mid-Atlantic, Midwest, Northeast and Southeast Regions
Our voting membership includes 3,254 agencies. Elections were held in the Mid-Atlantic, Midwest, Northeast and
Southeast regions. The following candidates were elected to the Board of Directors and took office on Oct. 4, 2010:

Mid-Atlantic
Director
Michael Brown
Sheriff, Bedford County (VA) Sheriff ’s Office
1st Alternate - Chris Casto, Sergeant, West Virginia State Police
2nd Alternate - John Wood, Detective Sergeant, Brentwood (TN) Police Department

Midwest

Director
Ken Nix
Detective, Clayton (MO) Police Department

MN
WI

IA

>

J

IL

1st Alternate - Kent Schoonover, Detective, Hales Corner (WI) Police Department
2nd Alternate - Brian Fengel, Chief, Bartonville (IL) Police Department

+10

Northeast
Poll

,VT
NH
h9R
CT
li l

/

Director
Chris Cotta
Director of Administration/Finance
Rhode Island Office of the Attorney General

N1

1st Alternate - Frank Risler, Department of Taxation & Finance –
Office of the Deputy Inspector General, NY
2nd Alternate - Frank Pomodoro, Detective, Boston (MA) Police Department

Southeast
NC

sc
GA

Director
John Whitaker
Special Agent-in-Charge, Georgia Bureau of Investigation
1st Alternate - Corbett Lewis, Captain, South Carolina Law Enforcement Division
2nd Alternate - Walter Bowling, Sergeant, Charlotte-Mecklenburg (NC) Police Department
www.nw3c.org

19

by Christa M. Miller

R

ecently on the High Technology Crime Investigation
Association (HTCIA)'s Facebook® page, a civilian posted
two concerns: Internet users apparently pretending to be
pedophiles had posted the addresses and phone numbers of
“targets” on a public “Boycott Amazon” page, and the owner
of a different page claimed that she was the biological mother
of the civilian's friend's abducted child.
HTCIA’s response: Since it wasn’t an enforcement body, it
could not take reports. The civilian was encouraged to contact
the FBI's local field office, Internet Crime Complaint Center
(IC3) or local law enforcement.
That she chose Facebook to make her reporting attempts
should not be a surprise. A recent American Red Cross®
study of 1,058 adults suggests that many people are using
social media to broadcast or request emergency information.1
Asked what they'd do if they knew of someone else who
needed help:
•

44 percent would ask other people in their social
network to contact authorities

•

35 percent would post a direct request for help on a
response agency’s Facebook page

•

28 percent would send a direct Twitter® message, or
“Tweet”, to responders

•

69 percent said that emergency responders should
monitor social media sites in order to send help quickly

•

50 percent believe agencies are already responding to
social media calls for assistance

•

74 percent expected help to come less than an hour
after their Tweet or Facebook post

Although these statistics apply to disasters such as earthquakes
or floods, it stands to reason that people would treat crime
reporting the same way – especially with crime committed on
or facilitated by social media. Reporting crime in the space
where it occurs is both logical and convenient.
20
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The current state of online crime reporting
Online crime reporting has existed for years. Although some
police departments still prefer that citizens call them on the
telephone to provide tips and reports, others provide Web
forms or email addresses where they can be reached online.
Programs such as “Text-A-Tip” take into account some
citizens' preference for text messaging.
Still, law enforcement agencies that use these alternate
forms of tip and crime reporting are careful to note that
they shouldn’t be used for emergencies, no matter how
convenient. These programs are generally part of Crime
Stoppers®, the public information office or another division
and are not staffed around the clock, as 911 dispatchers are.
Their role is to route the report to the appropriate person, be
it a patrol officer or a detective.
The caveats also translate to social media tools. Even when
England's Child Exploitation & Online Protection Centre
(CEOP) recognized the need for easy Facebook-based crime
reporting, their solution was not a real-time tool. ClickCEOP,
which enables children to begin the reporting process
directly from its Facebook page, is only a portal to more
conventional online reporting. As of Dec. 1, the application
had received 37,192 “likes” from Facebook users, but it has
also been criticized for being too complicated for children, as
it required them to complete an 11-stage report process.2
Budget problems have forced many U.S. agencies to scale
back communications efforts. Although administrators
understand that they should regularly monitor social media
(and improve community relations in the process), they
frequently cite a lack of time and resources to do so.
Still, many agencies use their social sites to invite tips
via posted pictures and information about crimes. More
businesses are establishing a presence on social media to
improve customer relations. It's not much of a leap for a
civilian to expect to be able to Tweet a 140-character crime
tip to a local law enforcement agency – even if the account is
updated infrequently.

From conventional to high-tech crimes
Social crime reporting moves even further from convenience
to necessity when it comes to high-tech crimes like phishing,
poisoned links and other forms of social engineering. It’s no
secret that high-profile events and people can spur criminal
hackers to use names like “Justin Bieber” or “Michael
Jackson” to distribute malware.
In July 2010, Barracuda Networks® published information
about the percentage of Twitter accounts created monthly
that end up suspended for suspicious activity. At the time, the
rate stood at 1.67 percent, and Barracuda noted that it had
grown along with general Twitter signup and use rates.3
Police departments often use Twitter and similar tools to
monitor crowd activity at popular events such as concerts
and political rallies. They should be doing the same for
malicious online activity. Malware, for example, can be
used to steal an Internet user’s identity as part of a phishing
scheme, or trigger a denial-of-service attack on a website,
making it difficult or impossible to access.
Yet, just as many agencies lack resources for high-tech crime
investigation as they do for social media communications.
The schemes are often on a larger scale than many agencies
are comfortable dealing with on their own.
Limited response is better than no response
All agencies, regardless of whether they use social media,
should have a communications plan in place that dictates
how they will respond to high-tech crime reports, whether
it means accepting them or referring them to IC3, a state or
regional task force or other law enforcement resource.
The first part of the plan should be internal. It starts with
taking into account the agency's current resources. Is there
an officer or detective who investigates or is familiar with
high-tech crimes such as cyber stalking and bullying, identity
theft and child exploitation? How about virtual world crime
or counterfeit goods? Because these crimes are often tied
to others like gang, narcotics and vice activity, detectives in
each of those sections may be prepared to handle their cyber
elements.
If they are not, the agency should know where to send
civilians who are experiencing these problems. IC3 is a
good first step for identity theft and child exploitation. The
U.S. Department of Justice makes available a list of federal
agencies to contact for various types of offenses.4
If victims believe their safety is in imminent danger, they
should be encouraged to call 911, and police should plan to
respond as they would to any other physical threat.
To address cyber components of an emergency case,
especially with regard to a pseudonymous or anonymous
subject, agencies should know which resources they can turn
to for assistance. These resources, which include regional task
forces or the local FBI field office, can help police navigate
each social media’s terms of service, law enforcement liaisons
and other issues. Ultimately, this can help prepare the agency
to respond to cyber crimes on its own.

The second part of the plan should deal with external
communications. The agency should include a clearly visible
policy on its website along with any social sites. Rather than
dissuade viewers from reporting via that channel, the policy
should instead point them to a phone number, email address,
and/or Web form set up specifically for reporting. It should be
made clear to users how the channel is staffed and when they
can expect a response from someone representing the agency.
Agencies should also plan to educate civilians on general
online crime issues, such as not using a compromised
account to report a crime and how to create and update
a strong Internet password. This can be built into larger
presentations for such organizations as school groups,
senior centers and business associations, and can also be
incorporated into social media messaging. A number of
resources, including professional organizations, email lists
and online forums, exist to help trainers develop these kinds
of courses.
Conclusion
The more law enforcement agencies interact with their
citizens online, the more prepared they should be to handle
crime reports online or to refer them to someone who can
help. Citizens want and expect this kind of assistance in the
spaces where they spend time – including the Internet. Even
when it does not have the resources to respond itself, the
law enforcement agency that reacts to the potential of online
crime reporting will project professionalism and concern –
qualities that benefit everyone. 
About the Author: Christa M. Miller is a public relations and
communication strategist who serves the digital forensics and
law enforcement communities, including the HTCIA. She has
written more than 100 articles about investigation, community
policing, technology use in law enforcement and information
sharing. Find out more at her website, http://ChristaMMiller.
com, or email her directly at Christa@ChristaMMiller.com.
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A New Twist on an Old Scam
From Canadian lotteries to letters from Nigeria, advance fee frauds
have the same goal – to fool consumers out of their money
by Adrian Mascari

A

dvance fee fraud continues to be a persistent and
lucrative venture for Internet con artists. This type
of crime can take on many variations, limited only to the
imagination of the criminal enterprises or individuals
involved. The ever changing nature of this fraud type makes
it exceptionally hard to stamp out.
The cost of the con
In 2009, more than 32,000 complaints of advance fee fraud
accounted for nearly 10 percent of cases reported to (IC3),
resulting in losses of more than $64.8 million. The median
loss is $1,500, nearly three times that of median complaints
in any other category.
An overly simplistic view
Perception is the problem facing law enforcement agencies
that deal with advance fee frauds. Many people consider it
to be old news, an issue that has been dealt with and widely
publicized, and is now easily recognized by the populace.
However, as IC3 statistics show, the crime continues to wreak
havoc on ordinary lives.
The gap between common belief and current statistics is the
assumption that everyone knows what advance fee fraud is
and can recognize when they are in danger of falling prey
to it. When people think of advance fee fraud, they usually
think of emails informing them of a won lottery or found
inheritance in which the sender asks for money and/or
personal information to be sent to a third party.
This type of fraud is certainly common (witness the many
variations of the Nigerian letter scam), but there’s more to
this crime than that.
Same dog, new tricks
The face of advance fee fraud can be adapted to reflect
economic and social conditions or to exploit popular culture,
and often attempts to mimic government documents or
emails, legitimate corporations and popular websites.
The economic downturn, for example, has significantly
enhanced these perpetrators’ ability to find victims whose
circumstances have left them vulnerable.
Examples of this kind of scam include pitches involving
rental properties, mortgages and personal loans. Each
of these scams promises the victim access to something
they would otherwise be unable to attain (cheap housing,
mortgage payments, or cash) for fees up front. Another
popular scam includes the sending of false insurance
checks with letters from prominent companies claiming a
bigger settlement is on the horizon only after depositing
the initial payment.
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Missing the forest for the trees
Is it any wonder that a public armed with a definition of
advance fee fraud that focuses on their connection with
lotteries and inheritances would fail to recognize the scam
in other contexts? It’s like describing bank robbers as people
who wear ski masks; while many of them do, others don’t. The
focus needs to be on the underlying behavior, so the scheme
can be recognized even when it’s wearing a different hat.
All advance fee scams require the victim to give something
relatively minor now in order to secure a right to something
relatively larger later. Often, they’ll need to give several
relatively minor payments to secure their right to the
comparatively large payoff, but there’s the gist right there.
Everything else – be they Canadian lotteries, Nigerian letters
or anything else you can think of – is window dressing.
What to watch for
Here are some warning signs that what consumers are getting
into might be too good to be true:
•
•
•
•
•

Payment is requested in advance
Payment is much smaller than the promised payoff,
almost incidental
The email is unsolicited
The tone, grammar and overall style of the email are
noticeably less polished and professional than expected
from a reputable, established corporation
The situation described seems bizarre or unlikely

Now what?
Citizens concerned that they may be looking at a scam
should reach out to the Better Business Bureau or www.
lookstoogoodtobetrue.com to investigate the company.
If the company appears legitimate, consumers should look
up the company’s phone number in a phone book (do not
use contact information given in the email!) and call to
verify that they exist. Have the company send the consumer
the relevant documentation to verify the offer through
traditional mail, and have them independently verify it.
And if consumers think they’ve fallen victim to advance fee
fraud, they should contact their bank immediately and file a
report with IC3 (www.ic3.gov).
By staying aware of the newest ways to dress up an old fraud,
consumers can stay one step ahead of the criminals. 
About the Author: Adrian Mascari is a research associate at
NW3C.

VIN Cloning Classes Resume in January

N

W3C’s Vehicle Identification Number (VIN) Cloning
and Motor Vehicle Fraud training courses, offered for the
first time in 2010, resume Jan. 27 in Fort Lauderdale, FL. The
course will be offered in seven locations throughout the country
between January and May.

through investigation, and provides resources for
communicating with the public through awareness and
outreach. These include identifying early indicators, a
guide to online resources, tools for law enforcement and
resources for consumers.
Case Studies: The goal of the final section is to present local,
national and cross-border case studies to illustrate learning
points presented throughout the
presentation.

•
The one-day seminar is designed for state, local, federal and tribal
law enforcement and regulatory
personnel involved in auto
theft investigations and related
VIN Cloning Class Dates
automobile fraud matters.
Feedback from the trainings
•
Ft.
Lauderdale,
FL
Jan.
27
last year was positive, and this
The course is divided into four
year’s classes only feature slight
• Houston, TX - Feb. 24
sections:
modifications to the curriculum.
•
San
Diego,
CA
March
10
• Vehicle Identification
“I have worked patrol for over 15
• Indianapolis, IN - March 31
Basics: Participants are
years and this course provided
taught about early efforts
• Albany, NY - April 14
information that I never knew,”
to standardize vehicle
said one student who took the
•
Pittsburgh,
PA
April
28
identification, ways to
training last year. “I think this
identify vehicles, cloned
• Gwinnett County (Atlanta area), GA - May 12
course is critical not only for
vehicle identification,
investigators, but for patrol officers
federal safety certification
who stop vehicles every day.”
labels, component label parts and problems associated
with cloned vehicle investigations.
Added another student: “The class was well structured and
• Cloned & Retagged Vehicles: Participants are given a
very informative. There is knowledge that every police officer
basic introduction to activities related to cloning and
should know to use on patrol.”
retagging vehicles, including the seven steps to VIN
The course is free to law enforcement personnel, but seating
cloning, cloning schemes and counterfeiting documents.
is limited. 
• Conducting Investigations: This section teaches how
to develop a plan from the initial detection of a problem
To register, please visit http://outreach.nw3c.org/vin.
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2010 National Public Survey on White Collar Crime
Americans are taking white collar crime seriously –
but they’re rarely reporting it to police
by Brian French

P

ick out four friends or people off the street. Statistically,
one of them is part of a household that fell victim to
white collar crime in the last year.
The 2010 National Public Survey on
White Collar Crime was released
in November and provides telling
numbers that back up what law
enforcement officers already knew:
Many people are affected by the
crime, but few report it to the proper
authorities.
The survey, sponsored by NW3C
and conducted by Princeton Survey
Research Associates International
(PSRAI), revealed that of the 2,503
adult participants contacted between
June and August 2010, 24 percent
of households and 17 percent of
individuals were victimized by
white collar crime in the previous 12
months. Based on U.S. Census data,
nearly 28 million households were
victimized.
Credit card fraud was responsible for
nearly 40 percent of victimizations,
leading all categories. Product pricing fraud and unnecessary
repair fraud rounded out the top three.
“This is proof that white collar crime is not a faceless offense
that happens to other people,” said Don Brackman, Director
of NW3C. “This is a serious matter that affects people from
all walks of life.”
By contrast, the FBI estimates that slightly more than
1.3 million violent crimes were committed in 2009, a
decrease of 5.8 percent from 2008, and roughly 9.3 million
property crime offenses were committed in 2009, down 4.6
percent from the previous year. The 2008 National Crime
Victimization Survey found 13.5 percent of households were
victimized by traditional property crime, and 2 percent by
violent crime.
“This suggests that white collar crimes are far more prevalent
than all other types of crime combined,” NW3C Research
Attorney Christian Desilets said. “That tends to get lost in
most official statistics, though, because people don’t often
report these crimes to the police.”
This dovetails into the troubling issue of reporting behavior.
While 54.7 percent of victimizations were reported to an
external agency, an overwhelming majority of them never
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reached law enforcement agencies. Only 11.7 percent of
white collar crimes were reported to a criminal justice
agency, and just 21.4 percent of complaints went to a law
enforcement or crime control agency.
“One of the more disturbing findings of
this survey is how few white collar crime
victims reach out to law enforcement,”
Brackman said. “You wouldn’t hesitate to
call the police if someone broke into your
car. You shouldn’t hesitate to call them if
someone breaks into your bank account.”
Desilets said the data provide an
important jumping off point for law
enforcement agencies who want to
encourage crime victims to come forward.
“These crimes happen more than
other crimes and are chronically
underreported,” Desilets said. “That’s
discouraging in a national outlook kind of
way, and relatively encouraging in an ‘Ah
ha! We found it!’ kind of way.”
Also encouraging is how the public
perceives white collar crime. According
to the survey’s crime seriousness section,
six white collar crimes – espionage, faking drug labels,
identity theft, market rigging, insurance overcharging and
embezzlement – were considered by respondents to be more
serious than an assault that resulted in hospitalization. Of
the 10 white collar crimes included in the section, all but
one were thought to be more serious than the baseline crime
(theft of a $10,000 automobile).
An overwhelming majority – 70 percent – believe that white
collar crime has contributed to the current economic crisis.
Nearly half the respondents (43 percent) believe the federal
government doesn’t devote enough resources to fight this
crime, as compared to 23 percent who believe it does.
“People are taking white collar crimes more seriously than
before,” Desilets said. “Typically, people can be a little
dismissive of white collar crime. But people seem to really
understand that white collar crimes are potentially serious,
with far-reaching consequences. It’s encouraging that they’re
taking it seriously.”
This is the third version of the public survey. Surveys were
conducted in 1999 and 2005. This is the first involving PSRAI,
which counts as its clients the Pew Research Center, the
Henry J. Kaiser Family Foundation, the Annenberg Public
Policy Center, Newsweek, NBC News and the World Bank.

“While in the past, we have worked hard to get valid, unbiased
results from our surveys,” Desilets said, “hiring such a well
respected, rigorously neutral survey firm to conduct the
survey brings us to an all-new level of safety and reliability in
regards to our data.”
Desilets added that the survey has evolved significantly from
its beginning in 1999, and that, while the changes make it
impossible to compare this survey’s results to the 2005 or 1999
versions, the benefits far outstrip the negatives.
“We tightened up our language, focused our questions better
and removed redundant elements,” Desilets said. “We believe

this iteration of the survey is, across the board, significantly
better than the previous versions. This is the version that we
plan to go forward with, and we’re quite proud of it.”
The survey was distributed to media outlets in late November
and a website, crimesurvey.nw3c.org, went operational at
that time. Desilets said the survey’s impact won’t be limited
to its release.
“There are so many interesting questions raised by this study
that it’s going to keep us busy for some time,” he said. “You can
certainly expect this survey to lead to more research papers, at
the very least”. 

For more information, including a downloadable version of the survey

http://crimesurvey.nw3c.org/
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ATMs as well.
Slayton recognized that he had arrested an identity thief
involved with complex credit card skimming and cyber
crimes. Corporal Charles Elms, who happened to be
working patrol that evening, assisted Slayton by guiding
him through the investigative processes.
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Case Name: ATM Skimmer
Author: Sergeant Troy Guidry
Agency: Santa Ana (CA) Police
Department, Burglary Detail
& Economic Crimes Unit
At 9 p.m. on Nov. 9, Officer Corey Slayton was on patrol
near a Bank of America branch when he saw a suspicious
male walking away from the bank automated teller
machine (ATM) with a large object with blinking lights
hidden under his jacket.
Slayton saw the suspect enter the passenger side of a
waiting car, driven by a female. Slayton ran a check on
the license plate and found it to be registered in Los
Angeles. He then attempted to pull the car over; the driver
continued for several blocks, then stopped.
Slayton contacted the driver and noticed the male,
Bulgarian immigrant Metodi Atanassov, fidgeting with the
seatbelt as if he were contemplating exiting and running.
A backup officer arrived and began a consensual patdown search of Atanassov. When the officer pulled a small
item with wires from Atanassov’s pants pocket, Slayton
immediately recognized it as an ATM credit card skimmer.
Atanassov tried to run but was arrested.
The object Atanassov tried to hide from Slayton was a
plastic light cover from above the bank’s ATM. Atanassov
had two covers inside the car, and another was still
attached above one of the bank ATMs. Atanassov had
modified the covers by attaching batteries, a small pinhole
camera and a video recorder for acquiring the personal
identification numbers of unsuspecting victims as they
inputted them into the machine. The skimmer found in
Atanassov’s pants pocket matched those from the bank’s
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The female with Atanassov voluntarily consented to a
search of their hotel room and gave statements about the
suspect’s use of the equipment to steal victims’ ATM credit
card numbers and PINs. Two laptops and a bag of tools
were confiscated from the hotel room. One laptop had
personal pictures of the suspect and software to download
the credit card information. Video from the suspect’s
home-made recorders installed from the modified ATM
light fixtures showed hundreds of victims using the ATMs.
Atanassov was later found to be part of a Bulgarian
organized crime ring involved in these types of criminal
activities. Federal task force authorities were contacted
and took over the case due to multi-jurisdictional and
manpower issues. Bank of America found that Atanassov
had compromised more than 40 banks in three counties,
with hundreds of victims affected and hundreds of
thousands of dollars already stolen. 

Case Name: Securities Fraud
Author: Janice Hitzeman
Agency: Ohio Department of Commerce –
Division of Securities
The Ohio Division of Securities conducted an
investigation following a complaint of possible securities
fraud against Mark G. Kirchoff, president of G.K.
Insurance & Financial in Cincinnati, OH.
Kirchoff, licensed as an insurance agent in Ohio from 1991
to March 2010, solicited checks totaling more than $250,000
from 10 investors – elderly and disabled citizens in Ohio,
Kentucky and Indiana – and told his victims that he would
use the money to purchase securities for them. Instead,
he deposited the checks into his personal bank account.
To hide his crimes, Kirchoff created fraudulent annuity
certificates, stock certificates and certificates of deposit on
his computer and personally delivered them to his victims.
In September, Kirchoff was indicted on 21 felony counts,
including one count of engaging in a pattern of corrupt
activity under Ohio statute. Kirchoff pleaded guilty to six
counts of theft from an elderly person (third-degree felonies),
three counts of theft from an elderly person (second-degree
felonies), one count of grand theft (a fourth-degree felony),
and one count of securities fraud (a third-degree felony). On
Nov. 22, Kirchoff was sentenced to 15 years in prison and
ordered to pay $219,876 in restitution to his victims. 
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National White Collar Crime Center
www.nw3c.org
10900 Nuckols Road, Suite 325
Glen Allen, VA 23060
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